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Executive Summary

Russia’s full-scale invasion of Ukraine triggered the largest war in Europe since World War
1. The invasion also marked the first all-out cyber war between two nation-states, as Russia-
GNP EIcalskes Ukrainian digital infrastructure and
systems were put to the test against what many experts previously feared would be a “digital
Pearl Harbor”. Just as Ukraine's valiant resistance on the battlefield took the world by surprise
in the early days of the war, its cyber defences also stood firm, successfully weathering the
initial cyber onslaught.

Russian attempts to secure cyber victories early on were largely thwarted, with disruptions
to Ukraine's military satellite provider, Viasat, proving only temporary and having minimal
impact. Ukraine used its extensive experience from Russia’s initial invasion in 2014 to prepare
for the full-scale invasion in 2022, both on the cyber and physical fronts. What was different
about the cyber defences was not only the important role that Western governments played
in strengthening Ukraine’s defences, but the increasingly important role that Western tech
companies would play. Cyber warfare is also becoming decentralised and crowdsourced
as both Ukraine and Russia look to non-state actors to support cyber campaigns and the
growing role of civilians.

The West must reframe its thinking about how it supports Ukraine and helps toimprove Ukraine’s
capabilities to conduct a larger cyber offensive against Russia in support of its battlefield
objectives. Russia’s cyber war against Ukraine and the West is part of its wider campaign to
prevail on the physical front and destroy Ukraine before moving further West. Keeping Ukraine
alive in the fight and supporting its defence won’t bring victory and peace, but giving Ukraine
the abilities and means to win on the digital and physical fronts will protect the Western
world. Given how interconnected the world is through the internet and our digitised societies,
protecting Ukraine’s network would also mean the West was protecting its own network, as
was seen in the devastating NotPetya attacks in 2017.

Furthermore, as Western tech companies depart from Russia and Russia is forced to leverage
Chinese or domestic tech, the opportunities for Ukraine to conduct more devastating
cyberattacks will expand. Helping Ukraine wage these cyberattacks will help the West learn
more about how these weapons can be used in future conflicts and how to improve cyber
defences against certain exploits. Furthermore, the UK should take lessons from Russia’s cyber
aggression and how it has exposed vulnerabilities in critical infrastructure. These lessons will
inform how to improve cyber defences and ensure robust processes are in place for the private
and public sectors to work closely in the event of a future cyber war.

In supporting Ukraine on the digital battlefield, the UK should:

1. Improve coordination between the private and public sectors for shoring up cyber
defences;

2. Invest in creating stronger security mechanisms to protect critical infrastructure;
Continue to provide support for Ukraine’s cyber defence;

4. Provide Ukraine with more intelligence on Russian vulnerabilities to enable Ukraine
to conduct cyber offensives to support its ground campaign; and

5. Begin expanding “Hunt Forward” operations with allied nations that are under
potential threat.
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Introduction

As Russian tanks began rolling into Ukraine and bombs fell across the country in February
2022, Europe bore witness to the largest conflict on European soil since World War Il. However,
Russia’s invasion of Ukraine wasn’t limited to physical operations; it also marked the start of
the first all-out cyber war. It is important for the West to quickly study the lessons learned
so far from this cyber war between Russia and Ukraine. Additionally, it is crucial to help the
Ukrainians expand their capabilities on the cyber front, just as military assistance is needed on
the physical battlefield. By applying these lessons, the UK and the West can strengthen their
cyber defences and better prepare allies, such as Taiwan, for future cyber conflicts.

As the world became digitised and the Kremlin grew in its revisionist ambitions, Russia began
using cyberattacks as a new tool to achieve its political aims. Starting in Estonia in 2007 to
punish the country for what it deemed anti-Russia behaviour, Russia then waged cyberattacks
against Georgia to accompany its physical attack on the country. It used Ukraine as a testing
ground for cyber weapons before ultimately beginning the first all-out cyber war against
Ukraine in February 2022. While Ukraine survived many of the most devastating attacks on
critical infrastructure, the cyber war between Israel and Iran has also shown the extremes that
these attacks can go to, such as the attack on Iran’s nuclear power plant.

While a successful coalition of Western governments and tech companies has played a vital
role in keeping Ukraine's cyber defences resilient, much like on the physical battlefield, without
offensive support, Ukraine is limited in its ability to match and overwhelm Russian cyberattacks.
At the start of the invasion, Russia attempted to knock out vital communication systems for
the Ukrainian military with an attack on Viasat satellites, marking its most damaging attack of
the war so far on Ukraine’s telecom provider, Kyivstar. The intensity of the Russian cyberattacks
is growing as the war drags on, and Ukraine should be armed to degrade Russia’s offensive
cyber capabilities. Destroying the enemy’s ability to wage war is a key principle in warfare,
whether conventional or cyber.

Giving support on cyber capabilities is important now because this is the first war with
integrated cyber and physical strikes on the battlefield and there are many lessons to learn
for future wars. While Russia has not integrated both well, Ukraine should be given more
opportunities to execute properly with Western backing.

If the West fails to properly support Ukraine in this cyber war, it will also undermine its own
ability to fight on the battlefield in the future. It further undermines the West’s investment in
conventional armaments if physical operations are not supported by cyber. What happens
on the cyber front isn’t merely related to Ukraine and Russia, but has a direct impact on the
West because Russia has already been waging hybrid warfare for years. As cyber remains
a grey area, Russia will continue to increase its attacks on the West, especially as the world
becomes even more digitally dependent. Thus, reinforcing Ukraine’s cyber capabilities not
only addresses immediate threats but also strategically curbs Russia’s capabilities.

[t is in the interests of the West to help give Ukraine the cyber weaponry that is needed
to achieve the West’s security interests. This includes sharing, prior to public disclosure,
information on zero-day vulnerabilities - known to Western technology firms and intelligence
agencies - with Ukraine. Such intelligence sharing would enable Ukraine to strategically target
Russia’s economic and infrastructural capacities, undermining its war efforts.! Tech companies

T A zero-day vulnerability is a software security flaw that can be exploited by attackers before the developer has had a chance
to create and release a patch or fix, leaving users vulnerable and unprotected.
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and governments in the West should carefully assess the risks and, where suitable, contemplate
supplying intelligence to Ukraine. Moreover, as Western tech companies increasingly withdraw
from Russia, the opportunity for action will expand. Russia will be compelled to rely more
heavily on its internal technology resources, thereby reducing the potential for collateral
damage to the West from exploiting vulnerabilities in Russian systems.

Giving Ukraine the right vulnerabilities to exploit will also provide the West with an opportunity
to study what is most effective in cyber war and to improve the West’s own cyber defences.
Finally, assisting Ukraine’s cyber defence will help to begin defining cyber red lines for NATO
which do not exist as Russia continues to push the boundaries and attack critical infrastructure.
If Ukraine is able to wage larger-scale cyber campaigns against Russia with Western support
effectively, it could serve to deter other nation states like China, Iran and North Korea from
launching devastating cyberattacks in the future.
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l. Prelude to the Russo-Ukrainian War

In July 2021, a year prior to the full-scale invasion of Ukraine, Russian President Vladimir
Putin authored a lengthy 6000-word essay titled ‘On the Historical Unity of Russians and
Ukrainians’.? This document presented a stark and threatening perspective: the paper argued
that Ukraine’s lack of a unique identity actually made it an integral part of the Russian ethnos;
it framed Ukraine as an artificially constructed state on land that historically belongs to Russia;
and it denied the legitimacy of Ukrainian nationhood and sovereignty apart from Russia. These
assertions were not isolated; Putin reiterated them in various key speeches, including his
declaration of war on 21 February 2022. 3

Russian Foreign Minister Sergey Lavrov once noted that Putin’s guidance comes from three
historical figures: lvan the Terrible, Peter the Great and Catherine the Great.“ Putin’s emulation
of Peter the Great is particularly revealing, underscoring his ambition to reclaim territories
he deems rightfully Russian. Drawing parallels with Peter’s 18th-century campaigns against
Sweden, Putin casts his actions as a restoration of Russian lands rather than territorial
expansion.®

At the core of the Kremlin’s narrative is the concept of the “divided Russian people”, with
Ukraine, especially Kyiv - the cradle of Russian civilisation in Russia’s view - seen as a significant
symbolic and territorial loss that must be reclaimed. ® This mindset fuels Russia’s territorial
ambitions in Ukraine. In 2008, Putin lectured then-US President George W. Bush that Ukraine
wasn’t a legitimate state.’” Echoing the perspectives of Russian tsars and Stalin, Putin views
the statehood and national identity of Ukraine as impediments to Russia’s imperial ambitions.
It also shows that Russia has no intention of stopping the war until it has fully subjugated
Ukraine. All losses of money, men and equipment are rationalised because of the mindset
of entitlement that possesses the Russian elite. In December 2023, Putin insisted that there
would be no peace until Russia achieves its goals. 8

In January 2024, Latvian Foreign Minister Krisjanis Karins stated that Russia’s war of aggression
wouldn’t end even after it had finished with Ukraine. He believes NATO needs a long-term
containment plan for Russia. ® Belgian army chief Michel Hofman also highlighted that Russia
will likely attack the Baltics and Moldova after Ukraine.”® However, NATO also needs to consider
that it requires a containment plan not only for the physical battlefield in Ukraine, but also for

Vladimir Putin, “On the Historical Unity of Russians and Ukrainians”, President of Russia, 12 July 2021, http:/en.kremlin.ru/
events/president/news/66181.

3 “No Other Option’: Excerpts of Putin’s Speech declaring war”, Al Jazeera, 24 February 2022, https://www.aljazeera.com/
news/2022/2/24/putins-speech-declaring-war-on-ukraine-translated-excerpts.

4 Timothy Garton Ash, “Putin, Pushkin, and the decline of the Russian empire”, ECFR, 23 August 2023, https://ecfreu/article/
putin-pushkin-and-the-decline-of-the-russian-empire/.

5 Andrew Roth, “Putin compares himself to Peter the Great in quest to take back Russian lands”, The Guardian, 10 June 2022,
https://www.theguardian.com/world/2022/jun/10/putin-compares-himself-to-peter-the-great-in-quest-to-take-back-
russian-lands.

Ilgor Torbakov, “Deadly lllusions: The Ukraine War and Russian Historical Imagination”, The Russia Program, May 2023,
https://therussiaprogram.org/onlinepaper_3.

Daniel Baer, “Ukraine’s not a country, Putin told Bush. What'd he tell Trump about Montenegro?”, The Washington Post,
19 July 2018, https://www.washingtonpost.com/news/posteverything/wp,/2018/07/19/ukraines-not-a-country-putin-told-
bush-whatd-he-tell-trump-about-montenegro/.

Harriet Morris, “An emboldened, confident Putin says there will be no peace in Ukraine until Russia’s goals are
met”, AP News, 14 December 2023, https://apnews.com/article/putin-russia-press-conference-moscow-ukraine-
ef4e88fda50e6ad75b8a1979b95d9fcc.

Claudia Chiappa, “Russia ‘will not stop’ at Ukraine, Latvia warns”, POLITICO, 5 January 2024, https://www.politico.eu/article/
krisjanis-karins-russia-will-not-stop-ukraine-latvia-war/.

10 | aura Hulsemann, “Putin could attack Baltics and Moldova next, says Belgian army Chief”, POLITICO, 19 December 2023,
https://www.politico.eu/article/belgian-army-chief-hofman-putin-attack-after-ukraine-baltics-moldova-next-russia/.
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Russia’s cyber aggression. Therefore, for both the physical and cyber realms, it is important to
understand that Russia has no intention of stopping any time soon and that the best course of
action is to give Ukraine what it needs to win.

Understanding the Kremlin’s motivations is crucial for shaping the West’s policies on aiding
Ukraine as Moscow aims to subjugate the Ukrainian people and ensure the country remains
under Russia’s domination. A free Ukraine will always serve to threaten an authoritarian Russia.
As long as the West continues to protect the European continent from Russian imperialism and
supports Ukraine’s fight, Russia will continue to wage cyber war on both Ukraine and the West.
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Il. Cyber Warfare Theory

As the internet connects more people, businesses, governments and military systems, it also
becomes a gateway for cyberattacks. National infrastructures, government systems and
financial institutions, all linked by networks, are at risk. The growing number of potential
cyberattack vectors means that ordinary citizens can also become involved in waging cyber
warfare, like Ukraine’s volunteer IT Army, or they could become targets.

The 19th-century wartime strategist Carl von Clausewitz defined war as “an act of force to compel
our enemy to do our will”." This perspective also views war as a state-directed effort to achieve
political objectives. Central to his theory is the 'warfare trinity’' of the people, the military, and
the government. Historically, this trinity operated in the physical realm, predominantly through
physical force - a characteristic of the industrial age. Clausewitz argued that, while the nature
of war remains constant, its manifestation evolves over time with advancements in technology.

In the transition to the information age, the principles of Clausewitz’s warfare trinity remain
relevant, but the battlefield has transformed. Cyber warfare now represents a new domain where
physical force is replaced by information and digital tools. This form of warfare simultaneously
impacts all aspects of the trinity - people, military and government - almost instantaneously,
and often with global scope. The rise of cyber warfare illustrates Clausewitz’s belief that the
nature of war is immutable, but the methods and arenas of warfare continue to evolve.

Today, cyber warfare aims to achieve political and strategic objectives through cyberspace,
extending the battleground beyond physical spaces. It blurs traditional lines between
combatants and non-combatants, as civilians can both willingly and unwittingly become part
of cyber conflicts. Russia also uses organised crime for cyber operations against the West.
In the past, there was also a clear difference between civilians and soldiers, often marked
by uniforms. Civilians were usually away from the battlefield, which had defined boundaries.
However, in modern conflicts, this distinction has faded. Today’s enemies often include non-
state actors who blend in with civilians, making it hard to tell them apart, and the concept of
a specific battlefield has vanished; military actions can now happen anywhere.

Cyber Norms and International Agreements

As the internet interconnects more facets of our lives, it opens up new arenas for nation-states
waging war, making the establishment of international cyber norms and agreements more
relevant. The shift from traditional battlefields to cyber warfare necessitates a re-evaluation of
how international law and wartime strategies apply to the digital domain due to the increasing
involvement of civilians in cyber conflicts and the blurring of lines between combatants and non-
combatants. Initiatives like the Tallinn Manual and the Red Cross cyber norms have emerged as
critical efforts to adapt existing legal frameworks to the realities of cyber warfare, aiming to
mitigate the impact on civilians and ensure a degree of accountability and restraint in cyberspace.

a) Tallinn Agreement

This agreement stems from the work done in the Tallinn Manual, an influential guide on how
international law applies to cyber warfare. The Tallinn Manual, initiated by the NATO Cooperative
Cyber Defence Centre of Excellence (CCDCOE) in Estonia, was developed by an international
group of legal scholars and practitioners. It has become an influential resource for scholars
and policymakers to use as a framework to deal with cyber warfare. " The Tallinn Agreement

T Carl von Clausewitz, On War, ed. and trans. Michael Howard and Peter Paret (Princeton, NJ: Princeton University Press, 1976),
p.149.

12 “The Tallinn Manual”, https://ccdcoe.org/research/tallinn-manual/.

10
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was created following Russia’s first large-scale cyberattack against Estonia in 2007. " The
process began in 2009 when the NATO CCDCOE recognised the growing importance and
unique challenges of cyber operations in international law and initiated a project to clarify
the legal landscape. The necessity for such a manual became clear due to the growing
incidence of cyber operations that potentially crossed the line into armed conflict, or at least
had significant international legal implications. The manual addresses issues like sovereignty,
state responsibility, the applicability of international humanitarian law in cyberspace, and the
conduct of hostilities.

The first version, known as Tallinn Manual 1.0, was published in 2013 and focused specifically
on the most severe forms of cyber operations - those that would be considered equivalent
to armed attacks under international law and the laws of armed conflict. ' Tallinn Manual 2.0,
published in 2017, expanded this scope to include a broader range of cyber operations,
especially those occurring outside the context of armed conflict.”™ This included considerations
of sovereignty, state responsibility and human rights.

b) Red Cross Cyber Norms

The International Committee of the Red Cross (ICRC) has been advocating for the application
of existing international humanitarian law to cyber warfare, especially emphasising the need
to protect civilians and civilian infrastructure. One theme that has featured prominently in
the Russo-Ukrainian war has been the rise of civilians engaging in digital warfare.’® Some of
these civilians are minors, which may complicate the classification of them as enemy
combatants in the cyber realm. The Red Cross cyber norms seek to clarify how principles like
distinction, proportionality and necessity apply in the digital sphere, particularly given the
potential for significant civilian harm due to cyber operations targeting critical infrastructure
like hospitals, power grids and water systems. Like the Tallinn Manual, the ICRC’s positions on
cyber operations are interpretative, advisory and are non-binding. They don’t create new legal
obligations but aim to influence states and other actors to consider humanitarian principles
when engaging in cyber warfare.

As countries like Russia expanded their efforts to conduct cyber warfare against other countries,
the need to create international norms and frameworks began to take shape. However, even as
these agreements and frameworks were being created, Russian attacks against the West and
Ukraine became more brazen and destructive, with many of Russia’s attacks in recent years
targeting critical infrastructure.

13 Stephanie MacLellan and Naomi O’Leary, “Doing Battle in Cyberspace: How an Attack on Estonia Changed the Rules of the
Game”, Centre for International Governance Innovation, 26 October 2017, https:/www.cigionline.org/articles/doing-battle-
cyberspace-how-attack-estonia-changed-rules-game/.

14 Michael J. Adams, “A Warning about Tallinn 2.0 ... Whatever It Says”, The Lawfare Institute, 4 January 2017,
https://www.lawfaremedia.org/article/warning-about-tallinn-20-%E2%80%A6-whatever-it-says.

15 Eric Talbot Jensen, “The Tallinn Manual 2.0: Highlights and Insights”, Georgetown Journal of International Law,

15 March 2017, https://www.law.georgetown.edu/international-law-journal/wp-content/uploads/sites/21/2018/05/48-3-
The-Tallinn-Manual-2.0.pdf.

16 Tilman Rodenhauser and Mauro Vignati, “8 Rules for ‘Civilian Hackers’ during war, and 4 obligations for states to restrain
them”, Humanitarian Law & Policy Blog, 4 October 2023, https://blogs.icrc.org/law-and-policy/2023/10/04/8-rules-civilian-
hackers-war-4-obligations-states-restrain-them/.
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lll. Case Studies of Cyber in War

Over the past two decades, warfare has expanded beyond mere physical confrontations to
encompass the digital realm. As a result, cyber capabilities have been growing, leading nation-
states like Israel and Russia to increasingly utilise cyberattacks in support of their political
objectives. A comparison of the cyberattacks on Estonia in 2007 with the complex cyber
operations against Ukraine up to 2022 provides insight into how Russia has conducted its
cyber campaigns in the past, how its capabilities have evolved, and how cyber strategies
support political goals.

Cyberattacks Before 2022

a) Estonia 2007

In the spring of 2007, Estonia experienced what came to be known as the first cyberattack on a
nation-state. " This campaign was linked to a wider political dispute with Russia over the
relocation of a Soviet-era monument in Tallinn. The cyberattacks, which began on 27 April,
targeted Estonia’s internet infrastructure, including banks, media outlets and government services.

The cyberattacks were mostly Denial of Service (DoS) and Distributed Denial of Service (DDoS)
attacks. They overwhelmed servers with massive waves of network traffic, sent from botnets
and automated requests, disrupting online services at an unprecedented level.® Estonia’s
experience was the first instance of a nation facing this modern form of hybrid warfare. The
effectiveness of the Russian cyberattacks on Estonia was amplified due to the country’s
extensive reliance on the internet. In 2000, Estonia’s parliament had even declared internet
access a human right, and the country has invested heavily into digitisation. These attacks
flagged the vulnerabilities in a highly digitised society, demonstrating the risks of embracing
extensive digitalisation.

The attacks demonstrated that cyber warfare is a serious tool for societal disruption in military
contexts as it can cause damage, but also not be followed with any sort of military retaliation.
Following the attack, Estonia established a voluntary Cyber Defence Unit - something that
Ukraine is currently considering as well. ?°

A notable aspect of these attacks was their ambiguity as the attacks were conducted by a
wide variety of actors including cyber gangs loyal to Moscow. ?' This allows any state sponsor
orchestrating the attacks to remain hidden and deny involvement, as attribution is difficult
without proving who is responsible, which is incredibly difficult in cyberspace. The 2007 attack
on Estonia also helped to speed up the creation of the NATO CCDCOE in 2008. ?? It became
NATO’s cyber defence centre, which today includes over 30 NATO members, with Ukraine
having joined the centre in 2023.23

7 Damien McGuinness, “How a cyber attack transformed Estonia”, BBC News, 27 April 2017, https://www.bbc.com/
news/39655415.

18 James Pamment, et al., “Hybrid Threats: 2007 cyber attacks on Estonia”, NATO Strategic Communications Centre of
Excellence, 6 June 2019, https://stratcomcoe.org/publications/hybrid-threats-2007-cyber-attacks-on-estonia/86.

19 |Imtiaz Khan and Ali Shahaab, “Estonia is a ‘digital republic’ - what that means and why it may be everyone’s future”,
The Conversation, 7 October 2020, https://theconversation.com/estonia-is-a-digital-republic-what-that-means-and-why-it-
may-be-everyones-future-145485.

20 illiam Casey Biggerstaff, “The status of Ukraine’s ‘IT Army’ under the law of armed conflict”, Lieber Institute West Point,
10 May 2023, https://lieberwestpoint.edu/status-ukraines-it-army-law-armed-conflict/.

21 Mark Galeotti, “Crimintern: How the Kremlin uses Russia’s criminal networks in Europe”, ECFR, 18 April 2017, https://ecfreu/
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b) The Russo-Georgia War of 2008

In August 2008, during its invasion of Georgia, Russia combined cyberattacks with military
actions on the ground. This was the first time such a coordinated effort had been seen in
warfare. This Russian-Georgian war stemmed from frozen Russian-controlled conflicts in
Abkhazia and South Ossetia, which Georgian President Mikhail Saakashvili sought to end.

This early form of cyber warfare was characterised by its alignment with Russia’s military and
political objectives, contrasting with the earlier 2007 Estonia cyber incident. Russia’s strategy
focused on controlling Georgian military and government communication channels. Prior to
Russia’s physical invasion, Georgian government sites experienced a pre-emptive cyberattack
that began on 20 July 2008; the website of the president was overwhelmed by traffic, including
the phrase “win+love+in+Russia”, and was inoperable for 24 hours. **

The attacks intensified on 8 August, with a series of DDoS attacks coinciding with Russia’s
invasion of South Ossetia.?® These cyberattacks had effectively disabled most of Georgia’s
governmental websites by 10 August. Faced with a communication blackout, Georgia sought
cyber refuge by relocating critical official internet assets to the United States, Estonia, and
Poland without prior US Government approval. 26

The primary objective of the Russian cyberattacks on Georgia was to isolate and silence the
country.?’ This strategy also included disrupting Georgian banks, which faced a deluge of
fraudulent transactions, prompting international banks to halt their operations in Georgia to
limit damage. Consequently, Georgia’s banking system was incapacitated for 10 days. This
disruption extended to the shutdown of mobile phone services, further severing Georgia’s
communication with the outside world.

Russian hackers also took aim at Georgian commercial websites, causing economic damage
akin to the disruption experienced by the banking system. During the attacks, 35% of Georgia’s
internet networks experienced reduced functionality, peaking during the Russian invasion of
South Ossetia between 8 and 10 August. 28

Inresponse to the cyber onslaught, Georgia initially tried filtering Russian IP addresses. However,
Russian hackers quickly adapted, employing non-Russian servers and spoofed |IP addresses
to continue their attacks. ?° This series of events demonstrated Russia’s ability to effectively
integrate cyber warfare with conventional military operations, achieving its strategic goals
and setting a precedent for future conflicts. Russia’s cyber offensive also demonstrated the
importance of protecting not only military networks, but also civilian computer networks.

The attacks catalysed expert discussions about the concept of a “digital Pearl Harbor”, a
scenario where a nation’s infrastructure is overwhelmed and shut down through internet-
based attacks. Many also predicted that Russia’s 2022 invasion of Ukraine would unleash a
“digital Pearl Harbor”.

24 john Markoff, “Before the Gunfire, Cyberattacks”, The New York Times, 12 August 2008, https:/www.nytimes.com/
2008/08/13/technology/13cyber.html.

25 sjobhan Gorman, “Georgia States Computers Hit By Cyberattack”, The Wall Street Journal, 12 August 2008,
https://www.wsj.com/articles/SB121850756472932159.

26 Stephen W. Korns and Joshua E. Kastenberg, “Georgia’s Cyber Left Hook”, Parameters 38, no.4 (2008), doi:10.55540/

0031-1723.2455.

Paulo Shakarian, “The 2008 Russian Cyber-Campaign Against Georgia”, Military Review, January 2011,

https://www.armyupress.army.mil/Portals/7/military-review/Archives/English/MilitaryReview_20111231_art013.pdf.

Sarah P. White, “Understanding Cyberwarfare: Lessons from the Russia-Georgia War”, Modern War Institute, 20 March 2018,

https://mwi.westpoint.edu/understanding-cyberwarfare-lessons-russia-georgia-war/.

Ronald J. Deibert, Rafal Rohozinski and Masashi Crete-Nishihata, “Cyclones in cyberspace: Information shaping and denial in
the 2008 Russia-Georgia war”, Security Dialogue 43, no.1 (2012): 3-24, http://www.jstor.org/stable/26301960.

27

28

29

13



Lessons from the First Cyber War

¢) Kyrgyzstan 2009

In January 2009, Kyrgyzstan hosted an American military base, the Manas Air Base, which played
a strategic role in US military operations in Afghanistan.*° Russia, seeking to expand its sphere
of influence in Central Asia, wanted to reduce the American presence in the region, and was
negotiating with the Kyrgyz Government over the air base. While negotiations were underway,
Russian hackers carried out a DDoS attack against Kyrgyzstan. The attack took out two of
Kyrgyzstan’s four main internet service providers, which were shut down due to the attack. ¥

The cyberattack was part of a broader strategy by Russia to pressure the Kyrgyz Government
as it coincided with negotiations and discussions regarding the American military base.
Following the cyberattack, and amidst ongoing negotiations, Kyrgyzstan announced its
decision to shut down the American military base. 3? Russia’s 2009 cyberattack on Kyrgyzstan
continued to demonstrate to the Russian leadership the growing role of cyber capabilities as
tools of statecraft and how it could be used to threaten or strong-arm countries.

d) Israel-lran Cyber War (2010 -Present)

Since the 1979 Islamic Revolution in Iran, there has been a four-decade conflict between
Iran and Israel. The revolution ushered in a new Islamic regime in Iran, which adopted the
Palestinian cause and severed diplomatic ties with Israel.*® The rivalry extended beyond direct
confrontation to a proxy war, with Iran supporting terrorist groups like Hezbollah in Lebanon
and Hamas in Gaza, both of which border Israel. However, the proxy war would eventually
extend into a direct conflict between Iran and Israel in cyber space.

Cyber warfare had become a new front in this conflict by 2010, although the extent remains
largely undisclosed, as neither nation openly admits to launching cyberattacks against the
other. Israel, often in collaboration with the United States, is suspected of conducting several
sophisticated cyber operations targeting Iran’s nuclear programme. ** The most notable attack
in the cyber war was the discovery of the Stuxnet virus in Iran’s Bushehr nuclear power plant
computers in 2010. *° Believed to be a joint creation of Israel and the United States through
Operation Olympic Games, Stuxnet was engineered to cause physical damage by speeding
up and destroying the IR-1 centrifuges, leading to the destruction of about 1000 out of 9000
centrifuges at Natanz. 3¢ Stuxnet effectively disrupted production at Natanz by damaging the
facility’s equipment. Iran attributed this attack to Israel and the United States. %’

In response to the Stuxnet incident, Iran significantly bolstered its cyber capabilities, enhancing
both defensive and offensive measures. 38 Between 2012 and 2015, Iran’s cyber security budget
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increased around 1200% and, after Stuxnet, Iran began focusing the majority of its cyber espionage
against Israel. *° At a 2019 tech conference, Israeli Prime Minister Benjamin Netanyahu claimed
that Iran was constantly conducting cyberattacks that targeted Israel’s critical infrastructure. 4°

In April 2020, Israel experienced a cyberattack on its water and sewer facilities, leading to
temporary disruptions in local water systems. Initially attributed to a technical malfunction by
the Israeli Government, it was later identified as an attack by Iran. In response, Israel launched
a retaliatory cyberattack the following month against the Shahid Rajee Port, targeting the
operating systems of private shipping companies. The consequences were widespread,
causing prolonged road and waterway congestion. 4

The Iranian attack on Israel was believed to have been targeting the water supply by increasing
chlorine in the water that is delivered to residential areas. *? Yigal Unna, the head of Israel’s
National Cyber Directorate, believed that if the attack had not been detected in time, chlorine
or other chemicals could have been mixed into the water supply, poisoning many civilians. 43

In 2021, Israel was accused by Iran of conducting a cyberattack that took down many of the
country’s gas stations by sabotaging a payment system, leaving many people unable to buy
petrol for their vehicles. 4

While nations routinely engage in probing each other’s public utilities to identify vulnerabilities
and establish a persistent presence, the escalation to actual attacks is a rarity. But if nation-
states really did want to execute large-scale cyberattacks against civilian infrastructure, the
conseqguences could be deadly for the civilian populations.

e) Russian Cyber Operations Against Ukraine (2014-2022)

From the Estonian attack in 2007 to leveraging cyber operations and supporting military
operations in Georgia in 2008, Russia already had some experience waging cyber war.
However, before the Euromaidan Revolution in Ukraine in late November 2013, Russia had
begun preparing for an actual war against Ukraine - both physical and digital. Ukraine’s
president at the time, Viktor Yanukovych, who had close ties with Russia, had backpedalled
against closer ties with the European Union, refusing under the Kremlin’s pressure to sign an
Association Agreement with the EU. #°

Russia offered Ukraine US$15 billion in economic aid, which was seen as a bribe to Yanukovych
to turn away from the EU. % Activists started large protests against the president’s decision
to try and bring the country deeper into Russia’s sphere of influence. Yanukovych tried to
stop these protests with force, but that only made the protesters more determined and
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brought more people into the streets. The situation continued to escalate, and eventually
Yanukovych fled to Russia. Putin exerted pressure on Yanukovych to pivot Ukraine towards
joining the Eurasian Economic Union (EEU), mirroring Russia's successful coercion of
Armenia. Unlike Armenia’s transition from the EU Association Agreement to the EEU, which
occurred without significant public dissent, Ukraine's situation was markedly different,
culminating in mass protests. Following the ascent of the Euromaidan activists to power,
Russia executed an invasion of Crimea. This operation was characterised by the deployment
of Russian special forces, who were notably disguised as 'little green men' - soldiers without
identifiable insignia. 4”48

However, during Russia’s invasion of Crimea and illegal referendum, the Kremlin also launched
an eight-minute DDoS attack against Ukraine, which was 32 times more powerful than Russia’s
largest attack against Georgia during its invasion in 2008. *° Then on the day of the illegal
referendum in Crimea, Russia also began conducting DDoS attacks against NATO websites
for voicing support for Ukraine against Russia’s invasion. °° This set a precedent for Russia
targeting supporters of Ukraine with cyberattacks in subsequent confrontations.

In May 2014, the pro-Russian hacktivist group CyberBerkut tried to disrupt the Ukrainian
presidential elections. Four days before the vote, they hacked into Ukraine’s main election
computers and deleted important files, causing the system that counts the votes to stop
working. The next day, the hackers announced they had “destroyed the computer network
infrastructure” used for the election, leaking emails and documents online to show what they
had done. Furthermore, they continued attacking the vote counting system with DDoS attacks,
which overloaded the system with traffic. The next day, Ukrainian officials reported that they
had fixed the system by using backup files, and it was ready to be used again. However,
government cyber experts still had to remove a virus 40 minutes before the results were
announced which would have resulted in false votes being released.®

Russia’s aim was to discredit Ukraine’s elections. The attacks also revealed how Russian cyber
operations are targeted to disrupt services and create instability. °2 In April 2014, after illegally
annexing Crimea, Russia also sent militant groups into south-eastern Ukraine to create a violent
uprising which ultimately led to war in Ukraine’s Eastern Donbas region between Ukraine and
Russian-backed militants. 3

As Russian tanks invaded Ukraine in August 2014, Russian hackers were already working on
conducting cyberattacks against Ukraine, with the country distracted by what was happening
politically.>* The war in eastern Ukraine also gave Russian-affiliated hackers the opportunity to
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begin launching extensive cyberattacks against Ukraine. As a result, Ukraine’s situation would
end up being termed “Russia’s test lab” for cyber war. >°

In 2015, Russia conducted an unprecedented hack of Ukraine’s power grid, which marked
one of the first known instances of a cyberattack resulting in a major power outage, this one
affecting around 230,000 residents of Western Ukraine. °® The hackers used a spear phishing
scheme with malicious Microsoft Office attachments to first gain access to the networks
by obtaining the legitimate credentials of three regional electricity distribution companies,
providing them with remote access. They sent malicious emails to employees, which, when
opened, infected their operating systems.

The attackers deployed BlackEnergy malware on the companies’ computer networks, which
was used to gather intelligence on infrastructure and networks to guide future cyberattacks. ®’
The hackers took over the control systems of the power distribution stations and manually
switched off the electricity. The power was only out for one to six hours in the affected areas,
but even two months after the attack, the control centres were still not fully operational. >®

The attack was carefully planned and executed over many months with one of Russia’s political
goals being to undermine public trust in the Ukrainian Government and private companies.
Viktor Yushchenko, who was Ukraine’s president from 2005 to 2010, highlighted that Russia’s
tactics in the digital and physical realm are intended “to destabilize the situation in Ukraine,
to make its government look incompetent and vulnerable”. °® Russia also began using these
attacks against Ukraine to learn about the impact and to perfect its craft for future attacks
against both Ukraine and the West. ¢° The attack on Ukraine’s critical infrastructure served as
a wake-up call for the international community about the potential dangers of cyber warfare
and the impact it could have on civilians.

In 2016, Russia conducted another cyberattack targeting Ukraine’s critical infrastructure. ®
This attack specifically targeted the electrical grid of Kyiv, the capital of Ukraine, and marked
a continuation of the cyber war tactics that were evident in the 2015 attack on Ukraine’s
power grid in Western Ukraine. The 2016 cyberattack used a more sophisticated approach by
deploying a new type of malware known as “Industroyer”. Industroyer is highly sophisticated
and dangerous because it is designed to directly target and control electricity substation
switches and circuit breakers.®? This enables it to automate the process of controlling the
electrical distribution network.

The blackout malware was similar to the Stuxnet attack as the aim was not only to disrupt
physical infrastructure, but to destroy it.®® The attack was also designed to cause prolonged
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harm, potentially resulting in power outages that could have lasted for weeks, if not months. ¢4
This showed that hackers were developing more sophisticated tools specifically designed to
disrupt critical infrastructure, foreshadowing future Russian cyberattacks. Ukraine had become
a “battleground in a cyberwar arms race for global influence”. 6°

In what would become one of the most devasting cyberattacks ever launched, Ukraine was
hit with an attack involving the NotPetya ransomware, which took place on 27 June 2017,
Ukraine’s Constitution Day. ¢® This attack was particularly destructive and had a far-reaching
impact, both on the country’s infrastructure and also internationally as the cyberattack
resulted in a global financial impact of US$10 billion worth of damage.®’” The primary objective
of NotPetya was to disrupt Ukraine’s financial system, but its effects extended well beyond
that as it targeted a wide range of entities including banks, energy companies, government
offices, airports and even some non-governmental organisations. ¢ Within a span of 24 hours,
NotPetya managed to erase data from 10% of computers across Ukraine, causing widespread
disruption across various sectors. ¢°

The malware initially spread through MeDoc, Ukraine’'s most popular accounting software.”®
ResearchersdiscoveredthatsomeofMeDoc’ssoftwareupdatescontainedahidden“backdoor”.”
This was likely implemented by someone with access to the company’s source code and
provided hackers with a stealthy way to infiltrate the systems of various companies without
being detected. Unlike typical ransomware, which encrypts data and demands payment for its
release, NotPetya was more destructive as it masqueraded as ransomware but was designed
primarily to wipe data and disrupt systems. NotPetya also spread on its own and was a much
more effective malware attack than in previous cases. ’?

However, former US Department of Homeland Security advisor Tom Bossert stated that
the use of NotPetya was like “using a nuclear bomb to achieve a small tactical victory”.”?
The attack also pointed out the interconnected nature of cyber vulnerabilities and how a
cyberattack can rapidly spread around the globe from one piece of software. In essence,
Ukraine’s vulnerabilities in the cyber war against Russia are also the West’s vulnerabilities.
The need to help Ukraine shore up its defences was becoming more critical due to the fear of
contagion in a globalised, interconnected world.

In July 2018, Russia attempted a cyberattack against a Ukrainian chlorine plant, the Auly Chlorine
Distillation, with the intention of causing physical damage to the country’s infrastructure.” The
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facility is involved in the treatment of chlorine, which is vital for water purification and other
industrial processes. The attackers used a malware known as “VPNFilter” which can survive a
reboot, making it particularly resilient. The malware can be used for spying, stealing data, and
disrupting industrial processes and can render devices inoperable.

The malware targeted the chlorine station’s control systems, which could have interrupted
how chlorine is treated and supplied. If the plant’s operations were badly affected, it might
have caused major environmental and health problems for the civilian population. This attack
was planned to be Russia’s next big cyberattack on Ukraine. However, before it could fully
launch, security companies found the botnet, which had 500,000 infected devices. ’®

f) Russian Cyber Operations Against the West (2014-2022)

After gaining initial exposure to cyber operations against Ukraine and Georgia, Russia began
expanding its targeting of Western states, especially after Putin first invaded Ukraine in 2014.
Russia wanted to promote instability in Western democracies and to undermine the credibility
of the democratic processes, according to former US ambassador to Russia Mike McFaul.’®
Following the illegal annexation of Crimea, Russia engaged in smaller-scale DDoS attacks to
take out websites. However, it would grow bolder in its attacks against the West.

In 2015, German investigators found that hackers had successfully breached the computer
network of the Bundestag, the German parliament.”” This was considered the most significant
cyberattack in German history due to the importance of the targeted institution, as Germany
believed that Russia wanted to steal information to disrupt its democratic elections. In 2016,
there was a cyberattack on the Christian Democratic Union (CDU), the political party then led
by Chancellor Angela Merkel. ”® The attackers targeted the CDU to gain access to sensitive
information. The primary objective was to acquire account names and passwords of party
members, which would grant access to internal communications and potentially confidential
data. However, the attack was not successful. But it continued to show Russia that it could
wage cyber war against the West without fear of retribution.

Russia has been implicated in a series of cyberattacks against the UK, targeting various
sectors. The UK has been one of Ukraine’s strongest Western backers since Russia’s first
invasion in 2014.

One of the major cyber operations attributed to Russia was organised by the Federal Security
Service (FSB). The UK Government has identified the FSB’s Centre 18, and its unit Star Blizzard,
as being responsible for sustained attempts to interfere in UK politics. This included spear
phishing attacks on parliamentarians in a range of political parties from 2015 onwards, hacks
of UK-US trade documents before the 2019 general election, and breaches of think tanks
and civil society organisations. ”® The attacks aimed to undermine trust in UK politics and
democratic processes and leak secret documents.

The United States has borne the brunt of major Russian cyberattacks since Russia invaded
Ukraine. In 2014, Russian hackers launched an industrial sabotage campaign by targeting oil
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and gas companies in the West. 8 The most notorious incident occurred in 2016 when there
was interference in the US presidential election with Russian hackers breaching the Democratic
National Committee and leaking sensitive information to WikiLeaks. &

The global reach of Russian cyber operations was evident in 2017 with the NotPetya attack
which initially targeted Ukraine but caused considerable collateral damage to the US and other
Western companies. 8 The White House press secretary’s office reported that the cyberattack
was connected to the Russian goal of destabilising Ukraine. 8 Tarig Ahmad, UK Minister for
Cybersecurity at the Foreign Office, described the attack as “reckless”, emphasising its blatant
disrespect for Ukrainian sovereignty. He highlighted the vast financial impact of the attack,
noting that it cost European organisations hundreds of millions of pounds. & NotPetya showed
that even though Ukraine is the epicentre for Russia’s cyber aggression, the impact of this
cyber war is global. Helping to defend Ukraine in cyberspace will defend all of the West.

In 2018, the US energy grid and other critical infrastructure sectors faced targeted attacks from
Russian Government hackers, prompting a joint government alert between the Department of
Homeland Security (DHS) and the Federal Bureau of Investigation (FBI). 8 The hackers also
targeted vendors and smaller companies with weaker defences, using techniques like spear
phishing as stepping stones to gain access to more significant networks and install malware. ¢
Once inside, the hackers observed and learned how the computer systems worked, gaining
greater insight into how power plants work and transmit data. Russia’s goal from the hack was
to showcase its growing cyber power and demonstrate its ability to hack critical infrastructure
in the US. ¥’

Without a strong response to deter future attacks, and despite hacking critical infrastructure
in the West considered to be crossing red lines, Russia would only grow bolder with its
cyberattacks. A sophisticated espionage campaign was discovered in 2020 with the SolarWinds
hack, which allowed Russian hackers access to numerous companies and US Government
agencies through compromised IT management software. The SolarWinds cyberattack
remained unnoticed for several months while the company distributed software updates
embedded with the hackers’ code to its clients globally. This attack enabled hackers to gain
access to various US Government networks, including those operated by the Department of
Homeland Security and the Treasury Department. ® The US Government followed up after
the attack with sanctions against Russia. 8 Through a routine software update, Russia had
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conducted “one of the most effective cyber-espionage campaigns of all time,” according to
Alex Stamos, director of the Internet Observatory at Stanford University. %°

US and European governments began grappling with the uncertainty regarding cyber red
lines, and this intensified in the wake of the SolarWinds breach. In response to the attack,
Marcus Willett, a former senior cyber advisor to Britain’s digital intelligence agency GCHQ,
cautioned the US to be reserved in its response to Russia’s “surgical” espionage campaign. '
Russian threat actors have long exploited the lack of clarity in cyber policy and have continued
to leverage this ambiguity further. ®2

In May 2021, Colonial Pipeline was hit with a ransomware attack by a Russian criminal group that
impacted the pipeline’s IT systems. 2° The attack was so devasting it led to jet fuel shortages
for airlines and created long queues at petrol stations and a spike in petrol prices. °* People
were rushing to fill plastic bags with petrol, and the government had to issue a warning for
people to only use containers intended for use with fuel, and several US states had to declare
a state of emergency. %

Supply chain attacks, such as the Colonial Pipeline incident, often exploit vulnerabilities in
a component within an organisation’s network. Tracking all application components and
potential software vulnerabilities is challenging even for large organisations. In response, the
Biden Administration issued an executive order to US agencies in May 2021 requiring them to
enhance their cybersecurity, including adopting Software Bills of Materials (SBOMs). % SBOMs
assist in identifying and updating software components, thus enabling quicker responses to
vulnerabilities, and assisting buyers in assessing product risks.

A month later, JBS Foods, a major meat processing company, fell victim to a ransomware
attack by a Russia-based group, forcing all nine of its beef plants to temporarily close.®” The
attack also affected its poultry and pork processing plants in the US. This shutdown had serious
implications for the meat supply chain in the US, with concerns about potential shortages and
spikes in meat prices. The White House placed the blame for the attack on Russia and said
it was “considering all options regarding how to respond”.®® However, Russia continued its
pattern of bold cyberattacks which were never followed by a strong response from the West.

Cyber Warfare Following Russia’s Full-scale Invasion of Ukraine (2022 - Present)

Russia’s full-scale invasion of Ukraine in February 2022 marked the start of the world’s first
cyber war due to the unprecedented scale and sophistication of the cyber operations that
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accompanied Russia’s military actions. It gave the world insight into how cyber operations
would be integrated with the physical battlefield going forward. Moreover, Ukraine showcased
to the international community not only the critical importance of robust cyber defences but
also the complexity involved in their implementation. This complexity arises from the coalition
that extends beyond the support of Western governments to include the pivotal contributions
of tech companies in strengthening Ukraine’s cyber defences.

In the months leading up to Russia’s full-scale invasion of Ukraine in February 2022, a series
of cyberattacks were launched against Ukrainian targets. On 13 January, Microsoft detected
and reported malware targeting the Ukrainian Government, along with various non-profit
organisations and IT companies. ®° This discovery was part of a broader pattern of digital
aggression attributed to Russia.

The following day, Russia escalated its cyber war, conducting a significant cyberattack that
affected various Ukrainian Government institutions and resulted in dozens of Government
websites being controlled by hackers.'°° In response, NATO stepped up its support for Ukraine
in the cyber domain, which included providing Ukraine with access to NATO’s system for
sharing information about malicious software. ™

The cyberattacks continued into mid-February, culminating in a DDoS attack that temporarily
disabled the online services of several Ukrainian Government departments, financial
institutions and radio stations. The attacks took down Ukraine’s two largest banks, PrivatBank
and Oschadbank. PrivatBank had to release a statement assuring the public that there was
no threat to depositors’ funds.'9? These attacks were intended to create panic and confusion
and to destabilise Ukraine and were attributed to Russia’s Ministry of Defence Intelligence
Directorate (GRU). 103

On 24 February 2022, one hour before Russia began its full-scale invasion, a cyberattack with
a wiper malware called AcidRain was launched on the American commercial satellite internet
company Viasat, erasing all the data on its systems.©* This attack caused outages not only
for thousands of Ukrainian customers, but also impacted wind farms and internet users in
other European countries. Russia’s primary target was believed to be the Ukrainian military as
it wanted to disrupt Ukrainian military communications at the onset of the Russian invasion,
hindering Ukraine’s defensive capabilities as Russia invaded the country. Ukraine’s army relied on
Viasat’s services for maintaining command and control. ' Russia had attempted to coordinate
cyberattacks with its ground invasion to maximise its operations on the ground and to showcase
the devastating damage that could be caused to critical infrastructure ahead of an invasion.

The most devastating attack on Ukraine’s critical infrastructure came in December 2023 when
Russia took down Kyivstar, Ukraine’s biggest mobile network operator, damaging much of
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the telecom company’s IT infrastructure. '°® This could have been in retaliation for Ukrainian
intelligence hacking Russia’s state tax service (this attack happened right before the Kyivstar
incident), which completely destroyed the agency’s infrastructure and will impact the
functioning of the agency for years to come. '’

Over half of Ukraine’s population uses Kyivstar and, as a result, millions were unable to receive
lifesaving air raid alerts. Kyivstar CEO Oleksandr Komarov described the attack as “the biggest
cyber attack on telco infrastructure in the world”.°® Komarov also pointed out that Kyivstar
has repelled over 500 attacks on its infrastructure since the full-scale invasion started. '°°
Around 30% of the cashless payment terminals of PrivatBank - Ukraine’s largest bank - stopped
working as they rely on Kyivstar’s mobile network. "™ The hackers were able to breach Kyivstar
via a compromised account belonging to an employee.™ The Kyivstar incident underscores a
key cybersecurity lesson: even the most fortified infrastructures are vulnerable to breaches,
often due to the human factor, which can serve as the weakest link in security defences.

[llia Vitiuk, head of the Security Service of Ukraine’s cybersecurity division, said that the hackers
had been infiltrating Kyivstar since at least May 2023. He said that the attack should serve as
a “big warning” to the West that no one is untouchable as Kyivstar had invested heavily in
protecting itself. The cyberattack “completely destroyed the core of a telecoms operator”. ?

Following the Kyivstar attack by Russia, Ukraine retaliated with a cyberattack against Moscow-
based water utility company Rosvodokanal, destroying the company’s IT infrastructure. Over
50TB of data was deleted, “including internal document management, corporate email,
backups, and even cybersecurity protections. ™ Ukrainian hackers allegedly affiliated with
Ukraine’s security services followed up by striking the Russian internet provider M9com on 9
January 2024; over 20 terabytes of data were deleted, and Moscow residents lost internet and
TV connections.™ The IT Army of Ukraine followed up with an attack on the Moscow-based
internet provider, Qwerty, which was taken offline for over three days.™

Also, in January 2024, Ukraine’s military intelligence agency conducted a cyberattack on IPL
Consulting, a company which supports the Russian heavy industry and military-industrial
complex, reportedly obliterating the firm’s IT infrastructure.™ After infiltrating and deleting
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over 60 terabytes of data from IPL Consulting’s network, Ukrainian cyber experts destroyed
numerous servers and databases, with the total cost of the damage still under assessment.
The Russia-Ukraine cyber war is becoming more aggressive than ever and will continue to
expand in the future to potentially more devastating critical infrastructure targets.
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IV. How Ukraine Has Resisted Russia’s Cyber Offensive

Paul Chichester, Director of Operations at the UK’s National Cyber Security Centre (NCSC),
describes the cyber war between Russia and Ukraine as “the most sustained set of cyber
operations coming up against the best collective defence we have seen”."” Ukraine’s cyber
defences have proven to be exceptionally robust, effectively preventing what could have been
Russia’s “cyber PearlHarbor” -adevastating, surprise cyberattack intended to cause widespread
disruption. Ukraine has effectively countered Russia’s cyber threat by demonstrating a level
of defensive strength and resilience that mirrors its tenacity on the battlefield. It has been
reported that Russian hackers conducted at least 260 million attempts to break into Ukrainian

systems between the start of the full-scale invasion and June 2023."8

Learning from past experiences, Ukraine has been able to develop a robust cyber defence
to withstand Russia’s onslaught. However, it is important to note that a critical factor in
this success has been the extensive cyber support provided by Western governments. This
support extends beyond mere diplomatic backing, encompassing technical and strategic
assistance to bolster Ukraine’s cyber capabilities. Equally important has been the role of
technology companies. These entities have provided vital resources and expertise, contributing
significantly to the strengthening of Ukraine’s cyber defences. In March 2020, the Cyber
Defense Assistance Collaborative for Ukraine (CDAC) was established to coordinate assistance
from Western tech companies to support Ukraine.™ The organisation helped to establish an
“inventory of the potential services and products and tools foreign companies can offer to
Ukraine and then also coordinate with different Ukrainian agencies and understand their needs
as quickly as possible.” 120

In December 2021, a few months before Russia’s full-scale invasion, the US military Cyber
Command sent a team to Ukraine to analyse Ukrainian systems and whether Russian hackers
had already penetrated them. ™' Their mission was to “hunt forward” and identify computer
networks that had already been penetrated to help bolster Ukraine’s defence amid heightened
Russian aggression. As a result, Ukraine has fared better on the cyber front than many expected
in the initial days of the war. Much of the cyber support provided by the West is done in
secrecy and is likely to be far greater in scope than has been reported in the news.

Ukraine’s Experience 2014-2022

Ukraine has had extensive experience fighting Russia on the cyber battlefield since 2014.
As one Ukrainian official put it: “With their nonstop attacks, Russia has effectively been training
us since 2014. So, by February 2022, we were ready and knew everything about their
capabilities.”?? Russia’s constant cyberattacks against the country have also increased societal
awareness of cybersecurity and the role that civil society would need to play in cyber resilience.'?®
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Russia also underestimated Ukraine’s cyber abilities to resist. As Yurii Shchyhol, head of
Ukraine’s State Service of Special Communications and Information Protection, explained:

“Ukraine’s experience over the past year has underlined that cyberattacks require both
time and knowledge to prepare. This helps explain why there have been fewer high-
complexity cyber offensives following the initial failure of Russia’s invasion strategy in
spring 2022. Russia simply did not expect Ukraine to withstand the first big wave of
cyberattacks and did not have sufficient plans in place for such an eventuality.” >4

The Role of the West’s Private Sector

The private sector in the West has played an important role in helping keep Ukraine online.
The involvement of Western private sector entities, primarily major technology and
cybersecurity firms, has played a significant role in helping keep Ukraine online. These
companies have provided expertise, resources, and sometimes direct assistance in securing
Ukraine’s digital infrastructure. Anti-DDoS assistance provided by companies like Cloudflare
and Google was crucial for keeping much of Ukraine’s infrastructure up and running against
the onslaught of Russian DDoS attacks. '%®

Companies like Amazon and Microsoft helped move Ukrainian governmental operations and
data into the cloud and, as a result, minimised the impact from both kinetic and cyber wiper
attacks from Russia. Georgii Dubynski, the Deputy Minister for Digital Transformation of
Ukraine, believes that Ukraine’s partnerships with private entities in the West have played a
crucial role in its cyber defence and resilience. %¢

Nick Beecroft from the Carnegie Endowment highlighted that:

“A further defining feature of the defensive effort has been the integration of large
American technology providers, particularly Amazon, Cloudflare, Google, and Microsoft.
These companies’ ability to migrate Ukrainian government data and services to distributed
cloud servers; provide automated protection of massive networks, coupled with
dedicated protection of high-risk users; as well as continually update threat intelligence
drawn from global telemetry has added defensive depth and resilience far beyond that
which Ukraine could have achieved independently.” %’

As a result, over 10 million gigabytes of Ukrainian Government and economic data was saved
by taking it out of Ukraine and putting it into the cloud. *® Ukraine’s Deputy Prime Minister
and Minister of Digital Transformation Mykhailo Fedorov even stated that “AWS [Amazon
Web Services] made one of the biggest contributions to Ukraine’s victory by providing the
Ukrainian government with access and resources for migrating to the cloud and securing
critical information.” °
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Microsoft will continue to offer cloud services to Ukrainian Government institutions, including
the military, schools, universities and hospitals, free of charge for another year across 2024,
according to Fedorov.®° This extension is part of the US$540 million in free services, technical
support, equipment and grants provided by Microsoft to Ukraine. Beyond financial savings
for the state budget, this support has been crucial in digitising Ukraine’s government and
protecting key government information from being destroyed or lost in Russian attacks.

As a result of being a strong supporter of Ukraine, providing extensive support for its cyber
defence, Microsoftitselfhasbeenatarget of Russian cyberattacks. Microsoft recently announced
that the Russian state-sponsored hacker group Nobelium, known for the sophisticated
SolarWinds attack, targeted its corporate systems. The company reported that Nobelium
accessed the email accounts of some senior leadership team members late last year. ™'

Western Support for Ukraine’s Cyber Defences

Western investment into Ukraine’s cyber defences since 2014 has helped Ukraine withstand
Russian attacks. Western countries have provided Ukraine with advanced technological tools
and infrastructure to strengthen its cybersecurity. This has included sophisticated software for
detecting and mitigating cyber threats, hardware to bolster network security, and platforms
for enhanced monitoring and analysis of cyber activities, with companies like Microsoft
providing threat intelligence data to Ukraine. A significant factor in Russia’s failed cyber
offensive was its underestimation of Ukraine’s cyber defence capabilities. Western support
and investments in Ukraine’s cyber infrastructure since 2014 have significantly bolstered its
defences. Russian cyberattacks didn’t fail outright, rather, nearly 10 years of cyber war and
significant Western investment, including public-private partnerships, have helped forge a
strong defence.’®? Therefore, Ukraine’s ability to quickly respond to and mitigate the effects of
Russian cyberattacks has diminished the impact these attacks might have had.

David Luber, Deputy Cybersecurity Director at the US National Security Agency (NSA), in
commenting on the strategy of defending forward, highlighted that:

“as United States Cyber Command deployed their troops to train [Ukrainians] prior to the
invasion, we worked very closely with them as they looked at that defense. And as they
found malicious software and malicious activity, we worked with them to [ensure] that
information is shared broadly with both government and industry, not only to protect
Ukraine, but also to protect NATO, to protect other allies and the US.” 133

Protecting Ukraine’s networks also protects Western networks.

Since 2014, the United States has significantly contributed to enhancing Ukraine’s energy
security, providing over US$160 million in technical assistance. ** This collaboration involved
the US Department of Energy working closely with the Ukrainian Government to fortify
the resilience of Ukraine’s energy infrastructure and improve national response strategies,
particularly in the wake of cyberattacks targeting the country’s electric grid. ®®> These efforts
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led to a marked reduction in the effectiveness of Russian cyberattacks, which had previously
caused considerable damage following Russia’s initial invasion of Ukraine in 2014.'%¢ By 2022,
thanks to these strengthened defences, Ukraine’s energy infrastructure remained robust
against these cyber threats. As a result, Russia resorted to the use of cruise missiles and
drones in an attempt to disrupt and destroy Ukraine’s power grid. ¥’

Russia’s Failure to Integrate Cyber and Conventional Attacks

Russia has failed to successfully integrate cyber and conventional attacks on the battlefield.
One of the primary issues was the apparent lack of synchronisation between Russia’s cyber
operations and its ground forces. Effective integration requires that cyberattacks be timed
and targeted to complement and enhance the effectiveness of physical military actions. But
while Moscow aimed to utilise cyberattacks to gather intelligence in Ukraine, “Russian brutality
and incompetence” reduced their ability to take advantage of the intelligence. '8 Russia’s
inadequate preparations to create coordinated strikes on critical targets provides lessons on
what not to do in cyber war. Cyberattacks are most effective “when combined with other
weapons, including conventional delivery systems, precision-guided munitions, unmanned
aerial vehicles, and electronic warfare. This combination can cripple command networks and
advanced weapons systems and contribute to the attrition of opposing forces.” 1¥°

The Robust Cyber Defence Ecosystem

With Western support, defence has proven to be king in the cyber war between Russia and
Ukraine. Russia’s cyber war against Ukraine has faced a robust global response, with countries
and international organisations providing extensive cybersecurity assistance to Ukraine which
has helped the country thwart Russia’s offensive. Microsoft President Brad Smith believes
that the Russia-Ukraine cyber war has showed that “a new form of collective defense” has
“proven stronger than offensive cyber capabilities.” “© Ukraine’s cyber defence has relied on
a coalition of partners supporting its defence, including governments, private companies and
NGOs, versus Russia as a major cyber power. '

Private companies predominantly own and manage the world’s computer code, equipment
and network infrastructure, and they invest heavily in network surveillance to ensure they
are kept running. Simultaneously, a blend of academic institutions, governments and non-
profit organisations diligently seek out software bugs, providing regular updates to these
companies about any shortcomings or vulnerabilities they discover. 42 As a result, there are
robust ecosystems in place to assist with cyber defence, even more so in Ukraine’s case,
where Western governments and private companies have bolstered its defence. Developing
a sophisticated cyber weapon can take years, but it can take seconds to delete the code that
hosts the vulnerability.
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V. Conclusion: Lessons for the UK from Ukraine’s Cyber War

Itisimportant for the UK to recognise the rapidly changing nature of warfare and how agile non-
state actors like hacktivist groups and their use of technology are being used by adversaries
like Russia to advance their state interests. States like Russia are only increasing their cyber
strength and the sophistication of their cyber threats. Carl von Clausewitz understood that
only great strength of will can lead to the desired outcome.™3 Clausewitz emphasised the
importance of willpower in achieving victory, both on the part of military leaders and their
forces. He understood that war is not only a physical struggle but also a moral one, where the
determination and resolve of the combatants can be as critical as their material resources.
If the UK is genuinely committed to supporting Ukraine's victory on the battlefield, it must
broaden its consideration of the resources it provides. This support should encompass not
only conventional weaponry for physical combat but also include advanced cyber capabilities
to bolster Ukraine's defence and offensive strategies in the digital realm.

Furthermore, Carl von Clausewitz’s assertion that “war is the continuation of politics by other
means” is profoundly relevant in the context of modern cyber war. Russia views cyber war as
an extension of its overall campaign to subjugate the Ukrainian people and destroy the state.
Cyber war transfers political confrontations into the digital sphere, where the significance
of physical borders and conventional military strength diminishes. In this realm, Clausewitz’s
concept of the “fog of war” - emphasising the inherent uncertainty and chaos in warfare -
becomes especially pertinent. Cyber war is characterised by its anonymity and the difficulty in
attributing attacks, mirroring this “fog”.

The war in Ukraine exemplifies this. As Russia’s physical military engagement in Ukraine
encountered setbacks, Moscow increasingly resorted to cyberattacks. %4 Russia’s intelligence
services also create greater confusion by “falsely assuming the identities of anonymous political
and hacktivist groups to misdirect attribution and generate second-order psychological effects
from their cyber operations.” °> These attacks, aimed at instilling terror among the Ukrainian
populace, target critical services such as electricity and the internet. Rob Joyce, Cybersecurity
Director at the NSA, observed that the prolonged nature of this conflict only increases Ukraine’s
vulnerability to these destructive cyberattacks, particularly against its critical infrastructure. 46

In looking to the future of the Russo-Ukrainian war, the intensity and scale of cyberattacks
will continue to grow, as evidenced by recent attacks like the one on Kyivstar. Ukraine needs
additional support for its cyber defences, much like it needs air defence systems to keep its
physical cities safe. It is time to rethink how the West applies military doctrine in supporting
Ukraine and to begin searching for new ways to support Ukraine’s cyber and physical battlefield
offensives to defeat Russia and protect the Western world from further Russian aggression.

Lesson 1: Supporting Ukraine Increases the Risk of Cyberattacks on the UK

The more support the UK provides to Ukraine, the more cyberattacks Russia will conduct
against the country. In January 2024, the UK signed an unprecedented security agreement
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with Ukraine and provided a £2.5 billion military aid package.™ As a result of being one of the
biggest donors of military aid to Ukraine, the UK has also become the “third most targeted
country in the world for cyber-attacks, after the US and Ukraine”. ® When NATO declared
support for Ukraine in 2014 over Russia’s initial invasion, Russia responded with DDoS attacks
on NATO websites. Russian cyberattacks on the UK can be seen as a direct response to its
support for Ukraine.

These attacks serve multiple purposes for Russia. Firstly, they act as a form of retaliation,
aiming to penalise the UK for its support of Ukraine. Secondly, these attacks serve as a warning,
signalling the consequences to other nations that might consider providing similar support to
Ukraine. Finally, by targeting a key ally of Ukraine, Russia attempts to undermine the collective
response and solidarity among Ukraine’s supporters, and to seek to deter future aid. Britain’s
National Cyber Security Centre (NCSC) also warned in April 2023 of an increased risk to
Western critical national infrastructure by Russian hackers.'#°

As the war grinds more and more into a stalemate, attacks on critical infrastructure in the
UK are bound to start happening more frequently as Russia explores new attack vectors to
target Ukraine’s allies. Russian cybercriminals, with support from the state, have already been
attacking the UK’s critical infrastructure with ransomware attacks, and it is expected that
these attacks will increase in the future. ™° Microsoft believes that as the war in Ukraine has
become static and evolved into trench warfare, Russian cyberattacks will focus on degrading
“Kyiv’s external sources of military and financial assistance”. ™

The British Library was a recent target of a ransomware attack by Rhysida, a ransomware
group believed to be from Russia. '®? The cyberattack brought down the library’s catalogue
and computer systems; it will take up to a year to repair the damage, draining around 40% of
the library’s reserves. ™ Rhysida also conducted an attack against London’s King Edward VII
Hospital, attempting to steal medical information from the British royal family. >*

Lesson 2: Space Warfare Threats May Increase as Cyber is Countered

The failure of cyber operations to wield significant influence on the battlefield could lead to
countries like China and Russia moving to be more aggressive in space warfare as another
theatre. Ukraine’s use of satellite networks has played a crucial role in sustaining military
operations and being able to maintain communications across the country. ° Afterall, this
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is why Russia attempted to take down Viasat at the start of the full-scale invasion. However,
although Russia did manage to knock out Viasat services, Ukraine was able to restore them
rather quickly. Russia has also attempted to attack SpaceX’s Starlink services inside Ukraine.®
Starlink, utilising modern DevSecOps tools akin to its parent company, SpaceX, provides Ukraine
with rapid agility and enhanced security.’™ This approach enables swift execution of tasks that
would traditionally take months for older satellite operators, which in Starlink’s case, allows its
infrastructure to be updated several times a day, reducing the risk of unpatched vulnerabilities.
This is why Starlink has not been taken down. Instead of relying on cyberattacks to try and
neutralise satellites in space, countries will likely opt to physically destroy them. While Viasat
has a few satellites that cover large areas, Starlink has thousands of them in space, making
them much more difficult to destroy. A combination of cyberattacks and missile strikes could
be used to destroy communication systems.

Lesson 3: Actors are Increasingly Decentralised and Crowdsourced

Cyber warfare is being crowdsourced and decentralised. Hacking is quickly becoming a core
part of military operations, and the role of non-state actors will only continue to grow. '8 In
the period leading up to Russia’s invasion of Ukraine, there was a significant surge in
cyberattacks originating from Russia. The cybersecurity firm Kaspersky reported a 450%
increase in such attacks year-on-year. ™ This escalation continued after the invasion, with a
dramatic rise in DDoS attacks against United States national security targets. Many of these
attacks have been linked to Killnet, a hacktivist group aligned with Russia, according to an
investigation by NetScout. '¢©

Another prominent group in this cyber offensive is NoName057(16), known for its manifesto that
criticises the West for “Russophobia”. Unlike traditional cyberattack strategies, NoName057(16)
takes a unique approach by incentivising independent hackers to conduct DDoS attacks. It
offers substantial rewards in cryptocurrency for successful attacks, essentially outsourcing its
cyber warfare. The group has streamlined its recruitment and operation processes through an
automated system on the messaging service Telegram. '’

Since its inception in early 2022, NoName057(16) has rapidly expanded its reach, garnering
over 52,000 subscribers by September 2023. 62 The group’s cyberattacks have had a wide
impact, disrupting the financial sector in Denmark, port operations in Dutch cities like
Amsterdam and Groningen, and a range of businesses in Poland and Lithuania. ' Similar
attacks were conducted against the Icelandic parliament and the Council of Ministers, whose
websites brought down by DDoS attacks from NoName057(16). ¢4
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While there is no direct evidence to suggest that Russian President Vladimir Putin controls
NoNameO057(16), the group has demonstrated consistent support for him and Russian
geopolitical goals. A notable deviation in its usual attack pattern occurred on 24 June 2023
when NoName057(16) focused its efforts on just two websites associated with Russian
Wagner mercenaries. '®® This shift coincided with a bold but unsuccessful mutiny by Wagner
mercenaries, suggesting a connection between NoName057(16) and Russian state activities.
It also reflects the trend that while there may be civilians or hacktivists waging cyberattacks,
their general direction is usually influenced by the desires of the government, both for Ukraine
and Russia.

The Ukrainian side has been even more successful in crowdsourcing its cyber war. In response
to Russia’s full-scale invasion in February 2022, Ukraine quickly mobilised to form a volunteer
IT army. This cyber militia, composed of hackers, grew rapidly, attracting tens of thousands
of volunteers from across the globe. The IT Army of Ukraine has evolved from an initially ad-
hoc assembly of volunteer cyber enthusiasts into a highly structured and efficient operation.
This transformation is attributed to several factors. Firstly, ongoing support from Ukrainian
Government officials, who likely provided strategic direction and legitimacy to their operations.
Secondly, the involvement of international participants brought in a global perspective and a
wealth of diverse cyber expertise. Finally, using industry-leading tools and technologies has
greatly enhanced its operational effectiveness.

Ukraine’s IT Army has made tangible impacts on the cyber war front. In February 2022, the
group successfully orchestrated the takedown of high-profile Russian websites, including those
of the Moscow Stock Exchange and Sberbank, Russia’s largest bank. '® This was a significant
blow, disrupting the Kremlin’s financial and economic activities. In October 2022, the IT Army’s
operations escalated to a more critical infrastructure level when it gained access to Loesk, an
electrical utility company in the Leningrad region.'® The intrusion led to power outages across
the region, demonstrating the group’s capability to impact essential services in Russia.

In November 2022, the IT Army targeted Gazprombank, the bank linked to Russia’s state-
owned energy company, Gazprom. The group stole 2.6GB worth of data, including 27,000 files
containing information on the bank’s operations and security policies and personal data of
employees. The sophistication of this attack was even praised by Gazprombank vice president
Olexander Egorkin for the creativity of the hackers. 68

Ukraine’s IT Army used a targeted DDoS attack to strike Russia’s sole product authentication
system (Chestny Znak). This system, critical for the verification and labelling of a wide range
of products in Russia, serves an important function in the country’s economic infrastructure.®®
The impact of this cyberattack was far-reaching and multifaceted. It forced the Russian
Government to temporarily suspend the mandatory labelling and verification processes for
certain products. This suspension had immediate and tangible consequences for Russian
businesses, especially those in sectors heavily reliant on the verification system for their
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daily operations. The inability to authenticate products led to a cascade of issues, including
delays in the distribution of goods, challenges in maintaining inventory controls, and a general
disruption in the market dynamics.

In October 2023, the Ukrainian IT Army was able to temporarily disable internet services
in Russian-occupied south-eastern Ukraine. The IT Army’s DDoS attacks knocked out three
Russian internet providers - Miranda-media, Krimtelekom and MirTelekom. ° In its most
recent cyber offensive, in December 2023, Ukraine’s IT Army successfully targeted and
disrupted the servers of Bitrix24, a widely used customer relationship management (CRM)
system in Russia. 7' This attack was part of an ongoing series of DDoS offensives against
key Russian digital infrastructure. In December 2023, the IT Army, leveraging their official
Telegram channel, declared that the successful disruption of Bitrix24 could potentially lead
to substantial economic losses for Russia. The IT Army posted: “this could mean tens or even
hundreds of millions of dollars in losses for the enemy’s economy, depending on how long we
can hold them down. Who else has idle devices? It’s time to turn them on.” The IT Army of
Ukraine estimates its operations have produced economic damage to Russia amounting to
one to two billion dollars.”?

However, the two largest hacktivist groups in the Russo-Ukrainian war have both pledged
to scale back cyberattacks and adhere to new engagement rules set by the International
Committee of the Red Cross. '”® These rules, forming a “Geneva Code of cyber-war”, aim to
regulate civilian hacker activities, a move initially met with scepticism but now gaining traction
among Ukrainian and Russian hackers. Despite the widespread impact of their previous attacks
on civilian services in both countries, these groups, including the notorious pro-Russian Killnet,
have committed to avoiding targets that affect civilians. Similarly, the IT Army of Ukraine,
Ukraine’s biggest civilian cyber group, has agreed to follow these guidelines as well.

Following one of the latest attacks by the IT Army, in January 2024, on the Russian energy
provider Permenenergo, the group stated on its Telegram account that “per Red Cross cyber
warfare rules”, the electric supply for civilians in the Perm region was not disrupted. 7* The
fallout from the Ukrainian cyberattack was that it “requires state funds for recovery and causes
temporary loss of energy network control”. 7> The IT Army also conducted multiple attacks
against Moscow’s primary internet provider, Akado Telecom, which caused widespread internet
disruptions across Moscow’s Government and banking sectors; among the affected were the
presidential security unit, the FSO and Russia’s intel agency, the FSB. 76

Lesson 4: Critical Infrastructure is a Prime Target

Critical infrastructure will continue to be a prime target, even more so if the war in Ukraine
continues to be at a stalemate. In May 2022, following the arrest of one of its associates, the
cyber hacktivist group Killnet issued a threat that it would target critical medical equipment
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in the UK, specifically lifesaving ventilators in British hospitals.”” A cyberattack that interferes
with these systems could lead to delayed or incorrect dispensing of essential drugs,
posing serious risks to patient health. The potential impact of such cyberattacks extends
beyond individual patient outcomes. A large and coordinated wave of cyberattacks against
these life-critical systems in hospitals could lead to a broader healthcare crisis, putting
numerous lives at risk, overwhelming the healthcare infrastructure, and potentially leading
to people dying."®

UK Cabinet Office secretary Oliver Dowden issued a warning in April 2023 that Russian hackers
seek to destroy Britain’s infrastructure or, at the very least, disrupt operations. ”° The NCSC
also warned of long-term threats to the UK’s critical infrastructure. ™ While the US and Ukraine
have suffered far more serious attacks on critical infrastructure, the UK could be vulnerable
to an attack that paralyses the country and damages some of its critical infrastructure. The
Joint Committee on the National Security Strategy believes that the UK could be brought to
a halt “at any moment” by a cyberattack due to its critical infrastructure being vulnerable to
ransomware. '®" In fact, the UK’s most hazardous nuclear site has already been hacked into by
groups linked to China and Russia. &2

Lesson 5: Industrial Espionage by Russia Will Continue to Grow

Industrial espionage will continue to grow due to Western companies fleeing Russia and
the impact of sanctions. Ukraine has seen an uptick in Russian cyber-espionage activity that
has been attempting to penetrate the systems of important government agencies. '®3 Natalia
Tkachuk, head of Ukraine’s Information Security and Cybersecurity Service, stated that:

“The main thing to expect is the increasing use of criminal hacker groups by russian
intelligence services to carry out intelligence and subversive activities against Western
countries and targeted cyber operations. The new vector of such attacks will be industrial
espionage. After all, as a result of the effective actions of sanctions, Russia has lost
access to a significant number of leading technologies, which it cannot replace with their
own, so they will try to steal them.” 18

Deprived of Western technologies, Russia will be compelled to rely on alternative solutions,
which are likely to be less secure and more susceptible to Western cyberattacks. As Russia
faces this technological gap, it may increasingly turn to industrial espionage in an attempt
to acquire Western technology. Moreover, if Russia maintains significant access to Western
technologies, the West may exhibit caution in deploying zero-day exploits against Russian
targets, fearing collateral damage that could also impact Western entities.
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Lesson 6: Everything and Everyone is a Target

Everything and everyone can be a target for hacking. After Russia’s full-scale invasion of
Ukraine, a new kind of cyber war began to take shape involving information operations.'®°
This cleverly involved using social media and dating apps. Russian soldiers, looking for
friendship on Tinder, unknowingly gave away important military information.®® They talked
to fake profiles that resembled real Ukrainian women created using Al technology.’™® These
chats led to the soldiers sharing pictures that revelated their location. This approach was also
used by a Ukrainian woman who set up two Tinder accounts with different locations near the
border.’®® By comparing where her matches were, she was able to figure out exactly where
the Russian troops were located. She found and reported over 70 such profiles to Ukrainian
officials, helping them gather valuable information.

The use of fake social media profiles didn’t stop there. Ukrainian hackers made fake profiles
of beautiful women on various platforms, like Telegram, to attract Russian soldiers near
Melitopol. ¥ According to the Financial Times, these tricked soldiers sent pictures showing
them while on duty. The hackers then used the pictures to find out where a hidden Russian
military base was located near Melitopol in southern Ukraine.™° This important information
was passed to the Ukrainian military which launched an attack on the base soon after.

However, soldiers are not the only victims of hacks and social engineering. Russian pensioners
were targeted by phone call scammers who tricked them into firebombing military enlistment
offices. A Russian security official stated that “the scammers had often persuaded their
victims to hand over banking details, or take out a loan, before convincing them to attack a
recruitment office in order to recoup their losses.” ' What this means for the future is that
many individuals could be victims of a cyberattack that might steal their personal information
or bank account details while enticing them to commit a crime or spy for a foreign government.
A future resembling an episode of the science-fiction TV show Black Mirror may not be far off,
where foreign governments, such as Russia, may hack the personal devices of random citizens
and blackmail them into spying on UK bases.®?

Russia also hacked online surveillance cameras in Kyiv to spy on air defence forces and critical
infrastructure. ®* Originally installed on residential buildings for residents to monitor their
surroundings, these cameras were reportedly commandeered by Russian intelligence. They
gained remote access, altered the cameras’ angles, and streamed sensitive footage on YouTube.
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This footage may have aided Russia in directing drones and missiles during a large-scale strike
on Ukraine, including one where nearly 100 drones and missiles targeted Kyiv and Kharkiv.

Since the Russian invasion, the Security Service of Ukraine has blocked around 10,000 cameras
potentially used by Moscow for missile strike preparations. Furthermore, an investigation by
Radio Free Europe-Radio Liberty (RFE-RL) suggests that Russian intelligence services might
have accessed video from thousands of Ukrainian cameras using Trassir, a Russian software
capable of tracking movements and recognising faces and license plates. #4

Impacts on the daily lives of civilians will continue to grow into the future. Just as Russia's
cyberattacks on Georgia's banking system in 2008 disrupted daily life, ongoing assaults on
Ukrainian critical infrastructure are causing continual disturbances for civilians. Notably, one of
the most impactful incidents was the recent attack on Kyivstar. As the world grows increasingly
digitised, vulnerabilities multiply, leading to greater opportunities for such disruptions.

Lesson 7: Russia Will Ignore Basic Rules of Cyber War

Prepare for Russia to continue ignoring basic rules of cyber war. Russia violates not only
the customary laws of war and international law in its military operations in Ukraine, but it
also violates developing cyber norms and international law. Throughout the years, Russia has
repeatedly focused its cyber efforts on targeting Ukraine’s critical infrastructure to try and
cause chaos without ever seeking to avoid collateral damage to civilian populations. The UK
(and the West) must be prepared to handle a revisionist power willing to violate the basic rules
of cyber war.
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VI. Policy Recommendations

The UK and other Western powers need to be better prepared for this new era in which warfare
takes place on digital as well as physical battlefields. These recommendations are designed
to support greater resilience, and also to encourage sustained Western support for Ukraine
in its cyber defence, an aspect of Kyiv’'s war against Russian aggression which has received
less attention but remains critical, all the more so now the war has become a prolonged,
attritional conflict.

Improve coordination between the private and public sectors for shoring up cyber defences.
Ukraine was bolstered by the coordination it had established with Western companies and
governments that helped keep the country up and running during the initial days of Russia’s
full-scale invasion. Governments should work hand in hand with private companies to ensure
a strong coordination system is in place between the private and public sectors in the event
of a major cyberattack or if there is a full-blown cyber war. The private sector plays a crucial
role alongside governments, especially in understanding cyber threats, due to its vast data
resources. Companies specialising in cyberattack defence hold valuable intelligence that can
aid in a threat response.’® In July 2023, Russian hackers conducted attacks against UK airports;
if Russia did manage to bring certain airline operations down, it could cause widespread panic
in the country, especially if it takes a long time to remediate any attack.'?® Therefore, Western
governments should work on creating a transparent data pool of cyber threats between the
private and public sectors. The reality is that a handful of private companies play a critical role
in driving large-scale cyber defence.'®” Improving mechanisms of collaboration will be vital for
the future.

Invest in creating stronger security mechanisms to protect critical infrastructure. Conduct
thorough risk assessments of existing infrastructure systems like bank mainframes and power
grids. Many of these systems still rely on outdated technology and legacy systems that may
not be equipped to handle modern cyber threats, especially within healthcare and local
government. '°® Work with industry experts, government agencies and international bodies
to develop and implement new security standards and guidelines. These standards should
be adaptable, scalable and able to meet the demands of evolving cyber threats. Ensure that
they are applicable not only to new systems but also to existing infrastructure with legacy
technology. The UK needs to ensure that security systems are not static. Regular updates,
maintenance and audits should be a mandatory part of the cybersecurity protocol for critical
infrastructure. The UK Government should also make stronger recommendations to the private
sector on focusing their efforts around the 18 CIS Critical Security Controls.™® However, the
recommendations must consider that these infrastructure companies often face challenges
due to being understaffed and underfunded. Additionally, there should be investments in
prevention mechanisms, such as threat modeling and penetration testing. Organisations
should use known attack patterns that Russia has used on Ukraine to define common attack
techniques and then use these to harden banking, hospitals, and other critical institutions.

195 Anushka Kaushik, “Ukraine’s cyber defence: Insights on private sector contributions since the Russian invasion”,
GLOBSECG, 12 June 2023, https://www.globsec.org/what-we-do/publications/ukraines-cyber-defence-insights-private-
sector-contributions-russian.

Ryan Daws, “Russian hackers attack UK airports’ websites”, Telecoms Tech News, 20 July 2023,
https:/www.telecomstechnews.com/news/2023/jul/20/russian-hackers-attack-uk-airports/.

Beecroft, “Evaluating the International Support”.

Alex Scroxton, “Critical UK infrastructure a ‘hostage of fortune’ to ransomware”, Computer Weekly, 13 December 2023,
https://www.computerweekly.com/news/366563154/Critical-UK-infrastructure-a-hostage-of-fortune-to-ransomware.

199 “The 18 CIS Critical Security Controls”, Center for Internet Security, https://www.cisecurity.org/controls/cis-controls-list.

196

197
198

37



Lessons from the First Cyber War

Continue to provide support for Ukraine’s cyber defence. Baroness Neville-Rolfe, the UK’s
lead minister for its conflict stability and security fund, stated that: “The UK and Ukraine are
fighting side by side in the cyber war against Russia whose appalling attacks know no bounds.
Russia is attacking Ukraine’s cyber infrastructure in order to harm innocent people, choke
the economy and sow confusion.” 2°° |t cannot be overstated how important Western cyber
support has been for Ukraine. As NotPetya showed in 2017, cyberattacks against Ukraine will
spill over into the West. Protecting Ukraine’s digital infrastructure protects the West.

In October 2023, with support from Estonia, Ukraine built a new cyber classroom that will
train cyber military specialists to defend against sophisticated cyberattacks.?°" This is in
addition to the military cyber facility Estonia established in 2022 to improve the cybersecurity
skills of the Ukrainian military.2°? The cyber lab provides a “training environment to test and
strengthen the hands-on skills of military cyber defence professionals with realistic virtual
scenarios and real-time simulations that help to identify, monitor and protect from future
cyberattacks faster and more effectively.” 2°3 The US and UK should build on these examples
from Estonia and invest in training more of Ukraine’s military personnel for both cyber defence
and offensive capabilities.

Provide Ukraine with more intelligence on Russian vulnerabilities to enable Ukraine to
conduct cyber offensives to support its ground campaign. The withdrawal of Western
technology from Russia accelerates the pressure on Russian state actors, who may soon face
technological debt due to a shortage of essential hardware and software updates, or turn to
less-reliable Chinese alternatives. This situation could gradually undermine the security and
efficiency of their domestic telecommunications, surveillance infrastructure and advanced
cyber research organisations. 2°4 If Russia keeps using Western tech, it is harder to use zero-
day attacks because Western countries don’t have a good way to handle them. However,
if Western tech is removed from Russia, and it has to use its own or Chinese alternatives,
attacking with zero-days becomes easier because there’s less worry about accidentally
damaging Western systems. We should expect the amount of vulnerabilities, including zero-
days, to rise domestically in Russian infrastructure. Ukraine should be given the right tooling
and access to vulnerabilities to strike across Russia.

In addition to assisting Ukraine to conduct wider cyberattacks against Russia, such transfer
of cyberweapons to Ukraine could also lead to greater Russian pressure to attack Ukraine. If
Ukraine (and the West) were willing to take this risk, it could allow Western countries to study
how zero-day vulnerabilities will be exploited in future wars, helping them to adapt defensive
strategies accordingly. Much as Ukraine was a testing ground for Russian cyberattacks in 2014-
2022, Russia could become a testing ground for Western cyberweapons fired by Ukraine.

A few months after the full-scale invasion of Ukraine, Russia threatened that Western
cyberattacks on Russia risked a direct military clash and that any attempts to challenge Russia
in the cyber sphere would lead to targeted countermeasures from Moscow. 2°° Russia said that
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its critical infrastructure was being targeted by cyberattacks coming from the United States
and Ukraine. Despite Russia’s vocal threats against the advanced weaponry supplied by the
West to Ukraine, such as ATACMS or Storm Shadow missiles, Moscow has similarly refrained
from following through on its cyber threats. No one knows where the red lines stand. The fact
that increasing the supply of weapons like ATACMS or Ukrainian strikes on occupied-Crimea
hasn’t caused a strong reaction, even with Putin’s strong warnings, suggests the West has
been too careful. The same lesson ought to be applied to the cyber domain.

Former General Paul Nakasone, who served as the commander of the United States Cyber
Command, underscored the synergy between defensive and offensive cyber operations,
stating: “Through persistent presence, persistent innovation, and persistent engagement, we
can impose costs, neutralize adversary efforts, and change their decision calculus.” 2°¢ Building
Ukraine’s defences is a win-win for Western governments as they get to use this as a proxy war
to validate their own prowess while also understanding the vulnerabilities that they should be
testing against in their own systems.

Begin expanding “Hunt Forward” operations with allied nations that are under potential
threat. Given the success of the US mission in Ukraine in 2021 prior to Russia’s full-scale
invasion, Western states should consider a similar approach to countries like Taiwan to protect
their critical infrastructure ahead of an invasion.?%” A potential team from the US and UK could
help identify vulnerabilities and malicious cyber activity on networks and thwart bad actors
before they have the opportunity to execute an attack. 2°8
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