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ABSTRACT

Thisarticleadvancesaconceptualframeworkforcybercounterintelligence(FCCI)as
atheoreticalconstruct,hopefullyusefulnotonlytothisfield’sacademicdevelopment,
butalsotosoundpractice.Itissubmittedwithinthecontextofthesharpincreasing
targeting of state and non-state actors by adversarial intelligence actors (such
othernationstates,crimesyndicatesandcompetitors).Thesignatureroleofcyber
counterintelligence(CCI)ispreciselytheengagement,exploitationandneutralisation
of suchadversarial actors.CCIhasbeenpractisedbynation states forwellovera
decadeandhasrecentlyalsobeengainingtractionincorporateboardroomsandas
anacademicfield.Soundtheoryiscritical tonotonlyCCI’sacademicevolvement
butalsotosoundpractice.TheproposedFCCIcomprisesofeightnotionalbuilding
blocksessentialtoexplainingwhatCCIisandhowitworks.
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1. INTRodUCTIoN

Thetargetingofnationstatesandnon-stateorganisationswithhigh-valueinformation
assetsbyintelligenceactors(suchnationstates,crimesyndicatesandcompetitors)
continuesitssharpincrease.In2019,forexample,Symantecreportedthatthenumber
of“TargetedAttackGroups”,thevendoristracking,roseto155–anastounding78%
increasefromthe87groupsmonitoredin2015(Symantec,2018;Symantec,2019).
Symantec(2019)states“intelligencegathering”astheprimarymotivebehind96%
ofattacksbythesegroups.Also,Kaspersky(2018)confirmedtherisingconcernover
targetedattackgroups.Accordingtoarecentsurvey,66%ofcompaniesview“targeted
attacks/[AdvancedPersistentThreats]APTs”astheirforemostcybersecurityconcern.

Thesignatureroleofcybercounterintelligence(CCI)ispreciselytheengagement,
exploitation and neutralisation of such targeted attack groups and APTs. Properly
conceptualisedandimplementedaspartofcounterintelligence,CCIisapracticable
approachforgovernments,businessesandothersizableentities.Thedemandfor,and
on,CCIissuretoincrease(Economist,2015;PandaSecurityLabs,2018).

While practitioners and executives engaging high-end adversaries in the ‘real
world’areprogressivelywarminguptotheopportunitiesCCIpresents,thementioning
of‘theory’islikelytoevokeacoolresponse.Theoryistypicallyregardedasabstract
thinking that has little bearing on, or use in, ‘real world’ cybersecurity trenches.
Theorymayevenbedeemedtobetheoppositeofpractice.Thisisofcoursenotthe
case– theory ishighlyrelevant topracticeandpracticeought to informtheory. In
thewordsofLewin(ascitedbyGreenwald,2012):“Thereisnothingsopracticalas
agoodtheory.”

EspeciallyforafieldascomplexasCCI,effectivepracticepresupposesasound
theoreticalfoundation.ThepriceforpoorCCItheorywillultimatelybepaidthrough
morecostlyfailuresanddamagingbreaches.Theoreticalconstructsarethusclearlynot
‘nicetohave’academic‘toys’.Theseconstructs,whichincludeframeworksandmodels,
conditionourthinkingandourapproachtopractice.Inadditiontoitsapplicationto
practice,theoryshouldofcoursealsobeattheheartofacademicdisciplinesandfields.

Herein lies the challenge – as an emerging multi-disciplinary academic field,
CCIisinitsinfancy.GivenCCI’sincipientstatus,oneofthepriorityagendaitems
oughttobeaconceptualframeworkthat(albeittentatively)delineatesandprovides
a coherent view of the research object – i.e. CCI. This conceptual framework can
furthermoresystemiseexistingknowledgeandprovideascaffoldforfurtherresearch.
Equallyimportant,itcanbeaninstrumenttoexplaintodiverseaudienceswhatCCI
isandhowitworks.Thispaper’sprimaryaimis toadvancetheoutlinesofsucha
conceptualFrameworkforCCI(FCCI).TheFCCIconsistsofeightnotionalblocks
essentialtoanacademiccredibleandpracticallyusefulFCCI.

Thearticlesetsoffwithexplainingandcontextualisingtheapproachfollowedin
theFCCI’sdesign.ThisisaddressedinSection2and3.Section2definesa’conceptual
framework’anddescribeshow this fits inwith ‘theory’.Thearticle thenproceeds
withdiscussing the requirements towhich thedesignofanacademiccredibleand
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practicallyusefulFCCIshouldcomply (Section3).Guidedby these requirements,
Section4outlinestheFCCIanditseightbuildingblocks.Thearticleconcludeswith
observationsonfutureCCIresearch(Section5).

2. WHAT IS A ’CoNCEPTUAL FRAMEWoRK’ ANd 
HoW doES IT FIT IN WITH ‘THEoRy’?

TheFCCI’sdesignhasaprerequisiteclarityonwhata‘conceptualframework’isand
howthisfitsinwith‘theory’.Tothisend,thissectionfirstlyreflectsonthenotion
‘theory’andthenproceedstodefinea‘conceptualframework’.

In a general sense, ‘theory’ can be described as the interrelated collective of
definitions,concepts,constructs(i.e.modelsandframeworks)aswellaspropositions
to explain and understand a phenomenon/phenomena and/or aspects thereof. It is
importanttonotethatthe‘theory’ofanacademicsubjectisnotalwaysahomogeneous
bodyofthinking,butmoreoftencompetingbodiesofthinking.Thesebodiesofthinking
varyintheirfocusesfromtheabstractandbroadtothemoreconcreteandspecific.
Postulationsonthemeta-paradigmandparadigmaticlevelsareabstractandbroadin
scope,whilemeso-theoriesaremoreconcreteandspecific.Theselayersoftheories’
different purposes are aptly summarised by Gill (2006) in his distinction between
“theoriesofintelligence”and“theoriesforintelligence.”“Theoriesofintelligence”
assertsGill(2006),aredevelopedto“helpacademicsresearchintelligence,cometo
understandit,andbetterexplainit”.Theoriesforintelligence“relateimmediatelyto
theneedsofpractitioners”...Inonesensethereisnoconflictbetweenthesetwo.A
goodtheoryofintelligenceshould,bydefinition,beusefulforintelligence.”

Within theabovecontext, a ‘conceptual framework’canbroadlybedefinedas
a theoretical construct that narratively and/or graphically conveys the “essential
orunderlyingstructure,aprovisionaldesign,anoutline;aconnectionalschemeor
system”ofaparticularstudyobject(OxfordDictionary,2016).Whileaconceptual
framework is per definition skeletal and tentative, it can nonetheless “provide a
comprehensiveunderstandingofaphenomenon.Conceptualframeworksare[thus]
notmerelycollectionsofconceptsbut,rather,constructsinwhicheachconceptplays
andintegralrole”(Jabareen,2009).Aconceptualframeworkcanserveas(i)atheory
ofastudyobject,(ii)theoryforadisciplineand(iii)acombinationofthesetwo.

Movingfromthisgeneraldefinition,theFCCIadvancedinthisarticlecansimply
be defined as a theoretical schema that explains CCI by means of a collection of
concepts(i.e.buildingblocks).AswillbeshowninSection4,theFCCIisforthemost
partatheoryforCCI,butalsoincludeselementsofabstract,higher-ordertheories.

3. A ’CoNCEPTUAL FRAMEWoRK FoR CCI’ – WHAT 
IT SHoULd do ANd WHy IT MATTERS

Theforegoingdescriptionofaconceptualframeworkprovidesafoundationforderiving
therequirementstowhichtheFCCIshouldcomply.Essentially,therequirementsare
a response to thequestion:What should theFCCI look likeandwhat should itbe



International Journal of Cyber Warfare and Terrorism
Volume 9 • Issue 4 • October-December 2019

47

abletodo(functions)?TherequirementswillguidetheFCCI’sdesigninSection4.
UltimatelytheapplicationoftheserequirementsdeterminestheFCCI’seffectiveness,
usesandbenefits.ItisthesebenefitsthatdemonstratewhytheFCCIisatheoretical
constructthatoughttomatterforacademicsandpractitioners.

The FCCI’s requirements, functions and benefits are closely related and
overlapping. In the interest of simplicity we addressed all these by means of the
followingconsolidatedlistinwhichweassertthattheFCCIshould:

• Beacademicallycredibleandpracticallyuseful.
• Graphicallyandnarratively,describewhatCCIis,ofwhatitcomprises(building

blocks)andhowitworks.
• Be simultaneously “congruent with reality and an idealised, simplified

representationofreality.”(Duvenage,vonSolms,Corregedor,2015).Sinceitisan
idealisation,theFFCIhastobeanaimingpointofwhatCCIshouldencapsulate
ifexecutedflawlessly.

• ServeasaconceptualtemplateforCCIpracticeanditssynergeticexecutionwith
thebroaderorganisationalendeavour.

• Beanexusfor linkingCCIwithother fieldsofpracticeandmulti-disciplinary
academicenquiry.

• Positionitselfaspartofthetheoreticaldiscourse.
• BescalableinthatitshouldbeabletoexplainCCIonthestrategic,operational,

tacticalandtechnicallayers.
• Serveasascaffoldtostructureknowledgeandresearch.
• Be derived through a qualitative (grounded theory) process that draws on the

researcher’sexperientialknowledge,existingtheoryandresearch.
• Be qualified as a tentative artefact that is subject to validation and constant

modification.

ThissectionlistedcriteriawhichshouldbeconsideredintheFCCI’sdesign.

4. AN oUTLINE oF THE CoNCEPTUAL FRAMEWoRK 
FoR CyBER CoUNTERINTELLIGENCE (FCCI)

Guidedbythecriteriadiscussedabove,thissectiondesignsandadvancesanoutlineof
theFCCI.TheFCCIispresentedbymeansofaprogressiveblock-by-blockconstruction
oftheframework.Ateachoftherespectivebuildingblocks,we:

• Graphically,depicttheadditionofthebuildingblocktotheFCCI.
• ExplainwhytheparticularbuildingblockisessentialtotheFCCI.
• Offeracursoryoutline(contours)ofthebuildingblockinquestion.Thisoutline

comprisesofabriefdescription/definitionofconceptsandabriefmentioningof
facetsthatcandirectfurtherresearchandtheorisation.
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TheparagraphabovedescribedourapproachtopresentingtheFCCIinthispaper.
Wenowproceedwithdiscussingthefirstbuildingblocknamelya‘TheoreticalAnchor’.

4.1 Building Block 1: Theoretical Anchor
GraphicallytheFCCI’stheoreticalanchorcanbedepictedinFigure1:

4.1.1 Why is this Building Block Needed?
TobeacademicallycredibletheFCCIhastodulyconsiderandpositionitselfaspart
oftheexistingtheoreticaldiscourse.SuchanchoringprovidesanexusforlinkingCCI
withotheracademicfields.TheanchoringofourFCCIintheoryisalsoimportant
fromapracticalpointofview.Aswasnotedearlier,theoryconditionsourthinking
andthusourapproachtopractice.Consequently,thetheoreticalanchorwilldetermine
boththewayinwhichwedesigntherestofourFFCIandultimatelyCCIpractice.

4.1.2 Building Block Contours
Section2and3explained theFCCIpredominantlyasa theoryona lower levelof
abstraction.Accordingly,theFCCI’sfirstbuildingblockcomprisesthelinkingofthe
FCCIwithlevelsofhigherabstraction,namelyonthemeta-paradigmatic,paradigmatic,
theoryandmeso-theory levels.Thebuildingblockhas toclearly indicate thecore
theoreticalcontentionsonwhichtheFCCIisbased.

Although CCI is a multi-disciplinary field, it has its primary taproot within
Intelligence Study and Political Science (notably International Relations) theory.
Intelligence and Political Science theory is of course not a homogenous body of
thinking and the discourse is one of competing narratives that include Realism,
Liberalism,Constructivism,RadicalismandPoststructuralists.Inourview,Realism
best explains Intelligence,CIandCCI (cƒ.Duvenage&Hough,2011).Througha
Realistlens,thecontoursoftheFCCI’sfirstbuildingblocksareasfollow:

• On the meta-paradigmatic level, the FCCI subscribes to a positivist position.
Accordingly,anobjectiveworld(reality)isdeemedtoexistseparatelyfromthe

Figure 1. Building block 1 – theoretical anchor
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researcher/practitioner.ExtendedtotheFCCI,weassertthatthisframeworkcan
objectivelyidentify,describeandguidethepro-activemitigationof‘real’threats
andriskstotheOrganisation.

• On the paradigmatic layer, we take a realist stance as was mentioned prior.
Therefore,thestate(ormoregenericallythe‘organisation’)isseenasarational,
self-interested entity driven by the pursuit of its security and expanding its
vital interestsvis-à-visotheractors.Theorganisation’s relativepower isakey
factorinthisquest.Thesevitalinterestsarepursuedagainstotheractorsinthe
political,social,technological,economic,military,ecological(environmental)and
informationsectors.Intelligenceandcyberformpartoftheinformationsector.

• Extendingrealismtothegrandtheorylevel,weviewintelligenceassimultaneously
a class of vital interests and category of power. Within this context ‘cyber’ is
exponentiallyincreasingitscentralityasatoolandasset.

• On the meso-level, counterintelligence and therefore CCI, is the Intelligence
elementtaskedwithprotectingandadvancingtheorganisation’sinterestsinthe
faceofotherrole-players’hostileintelligenceactions.

Properlydesignedthefirstbuildingblock,presentedabove,servesasatheoretical
roadmapforthedesignoffurtherFCCIbuildingblocks.Sincebuildingblocksrepeat
andexpanddifferenttheoreticalpositions,buildingblock1actsasthecentralnotional
node that binds all further FCCI theory. It is thus the anchor to which all further
blocksrelate.

4.2 Building Block 2: organisation
WiththeCCItheoreticallyanchored,theFCCI’spivot-thatistheorganisation-can
beconstructed.Graphically,thisbuildingblockcanbedepictedinFigure2:

4.2.1 Why is the Building Block Needed?
TheorganisationisadvancedastheFCCI’spivotforreasonsoftheoryandpracticality.
In line with Realist theoretical position, the organisation and the pursuance of its
interestspredominate.Seen through this lens,CCI isultimatelyaboutmaximizing

Figure 2. Building block 2 – the organisation
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theorganisation’spowerthroughprotectingandadvancinginterests.Therefore,CCI
existsbecauseof,andfortheorganisation,itserves.Also,practically,effectiveCCI
cruciallydependsonaprofoundknowledgeoftheorganisation.Againstsophisticated
adversaries,forexample,theorganisation’sstagingofhoneynetsandthecontentfilling
ofhoneypots, honeyfiles andhoneytokenshave tobe attuned to theorganisation’s
itself, its adversaries and its environment (Bodmer et al., 2012; Duvenage & von
Solms,2013).

4.2.2 Some Building Block Contours
The ‘organisation’ is a generic concept that can refer to various types of entities,
rangingfromnationstatesandmulti-nationalcorporates tosmallerbusinessesand
non-governmentalorganisations.Regardlessofthetypeofentitywearedealingwith,
aspectstobeaddressedinexplicatingtheorganisationasanFCCIbuildingblockare
thefollowing:

• The organisation’s vision, goals and the vital interests it wants to protect and
procureinordertobemoresecureandprosperous.Althoughthesevitalinterests
existinvariousdomains,itiscentraltothelaterconfigurationoftheCCIeffort,
toidentifyandconcretelydescribevitalinformationalinterests.

• Theorganisation’sstrategyforpursuingitsvisionandobjectives.
• Organisationalstrengths(inclusiveofthevitalinterestsandinstrumentsofpowerit

possesses)andweaknesses(vulnerabilities).Also,inthiscase,particularattention
shouldbegiventotheinformationsphere.

• Theenvironmentinwhichtheorganisationfunctions.Ofparticularimportance
aretheimplicationsofcurrentaswellasanticipatedtrendsontheorganisation
reachingitsobjectivesandexpandingprosperity.

• Actual and potential competitors/adversaries and, also in this instance, the
implicationsthereofontheorganisationattainingitsobjectives.

Thissubsectiondiscussedtheadditionofthe‘organisation’asanFCCIbuilding
block.Withinthecontextofthelatter,CCIisbutpartofamuchbroaderorganisational
endeavour,namelyIntelligence.ThenextsubsectionthereforeproposesIntelligence
astheFCCI’ssubsequentbuildingblock.

4.3 Building Block 3: Intelligence (‘Toolkit’)
Graphically,theadditionofintelligenceasanFCCIbuildingblockcanbedepicted
inFigure3:

4.3.1 Why the Building Block is Needed?
Whileanindispensableinstrument,CCIcannotsecureandpursueanorganisation’s
interests all by, and for, itself. This has to be done as part of an organisation’s
Intelligence endeavour. CCI, by way of analogy, is but one ‘tool type’ within an
organisation’sIntelligence‘toolkit’.AcademiaandpractitionersseriousaboutCCIhave



International Journal of Cyber Warfare and Terrorism
Volume 9 • Issue 4 • October-December 2019

51

tohaveasoundgraspofIntelligence(toolkit)aswellasIntelligence’sthreetoolsets
(PositiveIntelligence,CovertActionandCounterintelligence).Sincethesearealso
performedwithinCCI,clarityisfurthermoreneededonIntelligencefunctions(such
asmanagement,analysisandcollection).

4.3.2 Building Block Contours
Inordertocontour‘intelligence’asanFCCIbuildingblock,itneedstobedefined.
Withthequalificationthatthereisnocommonlyaccepteddescription,thefollowing
definition of ‘intelligence’ offer by Lowenthal (2012) will suffice for purposes of
thisarticle:

Intelligenceistheprocessbywhichspecifictypesofinformationimportanttoan
organisation’svitalinterestsarerequested,collected,analysed,andprovidedtothe
decisionmakers,theproductsofthatprocess;thesafeguardingandadvancementof
informationalinterestsbycounterintelligenceactivities;andthecarryingoutofother
sanctionedinformationaloperations.

Underpinningtheabovedefinitionisthenotionthatintelligence(toolkit)consists
of the three interrelated elements (toolsets). These three elements constituting the
IntelligencetridentdepictedinFigure4:

ThethreeIntelligenceelementscanbeconciselybedescribedasfollow(Duvenage,
2019–verbatimextract):

• Positive intelligence is primarily aimedatproviding information“to facilitate
one’sownsideachievingitsends”(Bodmeretal.,2012).Thisinformationvaries
fromanalysedopensourcestoanopponent’ssecretsobtainedthroughespionage.
Asnotedabove,‘intelligence’isfrequentlyusedinterchangeablyasreferringto
‘positive intelligence’, with the context determining what meaning is implied
(Sims,2009).Fromourexplanationinthetwobulletpointsdirectlyfollowingthis
one,itisabundantlyclearthatIntelligenceisaboutmuchmorethandelivering
actionableknowledgeaboutopponentsandtheenvironment.Italsoentailscovert
actionandCI–whetherexecutedbystateornon-stateactors.

Figure 3. Building block 3 – intelligence
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• Covert actiontargetsanadversarybyinfluencingevents,conditions,individuals,
groupsorinstitutionstothebenefitoftheclientandinamannernotattributable
to the sponsor or at least offering plausible deniability (Duvenage, von Solms
& Corregedor, 2015). To this end, measures instituted “are to one degree or
anothersecret(hidden)orcovert(disguised)”(Godson,2001).Inthecontextof
statesecurity,covertactioncanincludeactionsuchasmilitaryandintelligence
interventionsandsupport. Instate intelligencestructures,covertactionmostly
relatestoinformationalactionssuchaspropaganda,deceptionanddisinformation
(Godson, 2001). In the business environment, some forms of deception and
‘perceptionmanagement’couldineffectbeformsofcovertaction

• Counterintelligence(CI)isanabbreviatedformofcounteringhostileintelligence
activities.CIdefensivelyandoffensivelyguardsagainstadversarialintelligence
(i.e. hostile positive, CI and covert action) operations (Duvenage, von Solms
& Corregedor, 2015; Prunckun 2012; Sims, 2009). CI thus pertains to the
safeguardingoftheownorganisation’sweaknessesandvulnerabilitiesaswellas
theactiveengagementofadversaries.

Traversing andperformed in all toolsets, are specialised intelligence functions
suchasmanagement,analysisandcollection.TheseIntelligencefunctions,whichare
alsoperformedwithinCCI,bindthethreeIntelligenceelements.

Since the foregoing explanation is but a cursory contour, it risks being an
oversimplification. A thorough explication of Intelligence as an FCCI building
blockwillhave todescribeconcretely the synergybetween,on theonehandCCI,

Figure 4. The intelligence trident (Duvenage, von Solms & Corregedor, 2015)
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and,ontheotherhand,Intelligenceelementsandfunctions.ItwillexplainhowCCI
dependsonandbenefitsfromallthreeIntelligenceelements.Oftheseelements,and
for reasonsdiscussedbelow (Section4.4),CI and its relationshipwithCCIareof
particularimportance.Soimportantinfact,thatCIisadvancedinthenextsectionas
adistinctiveCCIbuildingblock.

4.4 Building Block 4: Counterintelligence (‘Toolset’)
Graphically,theadditionofCounterintelligence(CI)astheFCCI’sfourthbuilding
blockcanbedepictedinFigure5:

4.4.1 Why the Building Block is Needed?
IntheprecedingsectionwepositionedCI(andthusCCI)aspartofanOrganisation’s
Intelligenceendeavour.InthissectionweadvanceCIasthesubsequentbuildingblock
ofourFCCIbecausewecannotconceptuallystructureandunderstandCCI,ifwedonot
understandCIofwhichCCIispart.CCIisbywayofanalogyoneofthe‘tooltypes’
withintheCI‘toolset’.Practicallyandconceptually,CCIislinkedwiththewholeof
themultidisciplinaryCIeffort.CCIis,inotherwords,notaneatcompartmentwithin
CI.Itinvolves,andrequiresclarityof,allotherCIfields.

4.4.2 Some Building Block Contours
TodelineateCIasanFCCIbuildingblock,wealsointhisinstanceofferadefinition.
Expandingonearliercontributions(Duvenage&vonSolms,2013;Duvenage,Jaquire
& von Solms, 2016), we define CI for purposes of this paper as the collective of
measuresanOrganisationundertakestoidentify,deter,exploit,degrade,neutralise
and protect against adversarial intelligence activities and internal risks deemed as
detrimentalorpotentiallydetrimentaltotheorganisation’svitalinformationalinterests
and thepursuance thereof.Suchhostile intelligence actions “include espionage as

Figure 5. Building block 4 – counterintelligence
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well asother actions that coulddegrade the integrity and/or availabilityofvalued
information, information systems and processes” (Duvenage & von Solms, 2014).
Differently phrased, the adversarial intelligence that CI engages comprises of
adversarialpositiveintelligence(interaliaespionage),covertactionandadversarial
CI.Toperformthisrole,CIreliesonawiderangeofmeasures.CCIisinvolvedin,and
isinsomewayoranother,reliantonmostCImeasures(seethirdbulletinparagraph
below–FiveclustersofCImeasures).

InordertoexplainCCI,thisbuildingblockhastodescribeCCI’slinkandrelation
withthewholeoftheCIendeavour.Tothisend,aspectsthathavetobeaddressed
andtheirapplicationtocyberexplained,includebutarenotlimitedtothefollowing:

• CIprinciplesanddoctrine.
• CI’soffensiveanddefensivemissionsaswellasCI’spassiveandactivemodes

(Prunckun2012,Duvenage&vonSolms2015,Duvenage,Jaquire&vonSolms,
2016).

• TheclustersofCImeasuresnamely (i)PhysicalSecurity, (ii) Informationand
TechnologicalSystemsSecurity,(iii)PersonnelSecurity,(iv)Counterintelligence
Monitoring,Investigation,andCollection;and(v)CounterintelligenceExploitation,
DeceptionandNeutralisation(Prunkun,2012;Duvenage,2013)

• Thedifferenceandinterplaybetweenstrategic,operationalandtacticalCI.

InthissectionCIwasadvancedasanFCCIbuildingblock.Inthenextsectionwe
submittheFCCIfifthcomponent,namelyCCI.

4.5 Building Block 5: Cyber Counterintelligence (‘Tool set’)
TheadditionofCCIastheFCCIfifthbuildingblockcanbegraphicallyillustrated
inFigure6:

4.5.1 Why the Building Block is Needed?
InordertoillustratetheinterlockbetweenCIandCCI,thediagramabovedeliberately
depictsthetwofieldsinthesameringandonthesamelevel.Thisisdonetographically
reflect this paper’s recurring theme namely that CCI is but a tool type within the
broader CI toolset. Hence, CCI is defined as “that subset of multi-disciplinary CI
aimedatdetecting,deterring,preventing,degrading,exploitingandtheneutralisation
of adversarial attempts to collect, alter or in any other way breach the C-I-A
[confidentiality,integrityandavailability]ofvaluedinformationassetsthroughcyber
meansand/orwherecyberassetsaretargeted”(Duvenage,vonSolms,&Corregedor,
2015).As isclearfromthisdefinitionandthe termcybercounterintelligence, this
FCCIbuildingblockexplicatesCCIasatechnicaltoolset.Thistoolsetcomprisesof
anextensiverangeoftools(technologies,measuresandtechniques).Mostofthese
toolsarenotuniquetoCCI.Whatisuniqueistheapplicationthereofincombination
withotherCItoolsandinamannerbestachievingCI’smissions.
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4.5.2 Some Building Block Contours
AmoredetailedexplicationofCCIasanFCCIbuildingwouldthereforeentailthe
describingoftheapplicationtotheCIcontextofthesaidtechnologies,measuresand
techniques.Thefollowing(Table1)serveassomeexamples(Bodmeretal.,2012:
Heckmanetal.,2015;Jaquire,2018).

BeingtheFCCI’stechnicaltoolset,thisbuildingblock(andthesubsequentblocks
discussedinSection4.6,4.7and4.8)needtobeconfiguredwithdueconsideration
of,butalsodistinctlymovebeyond,existingcyber-securitystandards,guidelinesand
frameworks.Theseincludeforexample,(asanon-exhaustivelist),thoseprescribedin/
byNIST,COBIT,ITIL,ISA/IEC,CIS,OWASP,FFIECandISO(e.g.27001,27002).
ServingasfurtherexamplesaretheguidelinesadvancedpertheSTIGs(USDepartment
ofDefenceSecurityTechnicalImplementationGuides),aswellastechnicalsecurity
configurationguidesbyasprovidedbytheNSAand/orsimilarbodies(Jaquire,2018).

ThissubsectionadvancedandcontouredCCIasanFCCIbuildingblock.Thenext
subsectionaddstheCCImatrixasafurtherbuildingblock.

4.6 Building Block 6: CCI Matrix
GraphicallytheaddingoftheCCImatrixtotheFCCIcanbeillustratedinFigure7:

Figure 6. Building block 5 – cyber counterintelligence

Table 1.  

▪Host–basedtools(Antivirus,Digitalforensics,
Securitymanagementtools)
▪Network-basedTools(Firewall,IDS/IPS)
▪IncidentManagementandcoordination(Detection,
Analyses,Response,Recovery).
▪Profiling,AttributionandDecisionsmodels.
▪Datamining,modellingandreportingtools
▪Sockpuppetsastoolsofcollection,deception,
influencingandneutralisation.
▪Scripting,penetration,hackingandexploitation.

▪Activeengagementprocedures(Internaland
Externaltonetwork).
▪DenialandDeceptionTechnologies(tarpits,black
holes,honeynets,honeywalls,contentstagingand
filling).
▪Malwareanalysis,engineering,reverseengineering
anddevelopment.
▪InsiderCyberThreatMitigationtoolsandmeasures.
▪CyberSupply-ChainManagement(Alignedtothreats
andopportunities).
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4.6.1 Why the Building Block is Needed?
Subsection4.5noted thatCCI toolsshouldbeused inamannerbestachievingCI
offensive anddefensivemissions.CCI tools can seldombepigeonholed ashaving
onlyadefensiveoranoffensivepurpose.Invariousinstancestheycanbeusefulto
morethanone.Furthermore,asignificantpartoftoolscanbedeployedinanactiveor
passivemode.Toaddtothecomplexity,effectiveCCIrequirestheintegratedexecution
ofoffensive/activeanddefensive/passivemodes.Theycan,afterall,bedescribedas
differentsidesofacube.TheconfigurationoftheCCI’spassive-activeanddefensive-
offensiveendeavouriscomplexanduniquetoeachOrganisation.Lastly,effectiveCCI
isexecutedonthreelevels,namelythestrategic,operationalandtactical–technical.In
ordertoexplainandguidethiscomplexconfigurationanddeploymentofCCItools,
werequireaconceptualconstructaspartoftheFCCI.

4.6.2 Some Building Block Contours
To meet this requirement, the FCCI advances, a three-dimensional, four-quadrant
matrix as such a conceptual construct. Diagrammatically, the CCI matrix can be
depictedinFigure8:

The CCI matrix’s horizontal plane depicts the four quadrants which represent
theCCIposture’sfourmodes,namely:Passive-defensive,Passive-offensive,Active-
defensive and Active-offensive. Similar to several other constructs, this matrix is
derivedfrommulti-disciplinaryCI.Amoredetaileddescriptionofthematrixasan
FCCIbuildingblockwouldfirstlyinvolvethenarrativedescriptionofeachofthefour
quadrants.Secondly,thematrixwillhavetobepopulatedwiththeCCItoolsavailable,
and in accordance with the CI needs of the Organisation. Concretely the matrix’s
populationentailstheplottingonthematrixofCCItools.Ideally,theplottingofthe
matrixwouldbeinformedbyataxonomyofCCItools.

Thematrix’sverticalplane(i.e.Figure8’sthreelayers)integratesCCIwiththe
broaderorganisational,intelligenceandCIendeavouratthevariouslevelsonwhich
CCI functions.This isdonebydescribingCCI’sexecutionon threeorganisational
levels/layers,namely:(1)Strategic,(2)Operationaland(3)Tactical/Technical.Within

Figure 7. Building block 6 – application of the CCI matrix
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theconfinesofthisarticletheselevelsandtheiruniquechallengescannotbedescribed.
Foramoredetailedexplicationof theCCImatrixand itspracticalapplicationsee
Duvenage,Jaquire&vonSolms(2019).

In this subsection, theCCImatrixwasexplicatedas theFCCI’ssixthbuilding
block and we now proceed with introducing ‘Delineation and Cooperation’ as the
nextcomponent.

4.7 Building Block 7: delineation and Cooperation
Wecanillustrate theadditionof‘DelineationandCooperation’as theFFCI’snext
buildingblockinFigure9:

4.7.1 Why this Building Block is Needed?
By itsverynature, thecyber-sphere isoneofan interconnected reality.Evenwith
allthepreviousbuildingblocksinplace,anOrganisationwouldseldombeable,or

Figure 8. CCI matrix (Duvenage, Jaquire & von Solms 2019)

Figure 9. Building block 7 – delineation and cooperation



International Journal of Cyber Warfare and Terrorism
Volume 9 • Issue 4 • October-December 2019

58

legallyallowed,toexecutethewholeoftheCCIendeavouronitsown.Businessentities
would, for example, be legallyprohibited andnot have the resources toundertake
some active-offensive cyber campaigns undertaken by nation-states. In a similar
vein,nation-stateshavetocooperatewithnon-stateactorstoachievenationalgoals.
Consequentlyandalthoughultimatelydrivenbyeachactor’sself-centredinterests,
effectiveCCIrequirescooperationwithotheractorsandadelineatingrespectiveroles.

Delineationisalsoimportantintheacademiccontext.TreatingCCIasatoowide
andencompassingfieldwillresultinthelossoffocus.Simultaneously,CCImustbe
clearonitsrelationwithvariousotheracademicsubjectsandontheareasofmulti-
disciplinaryresearch.

4.7.2 Some Building Block Contours
The ‘DelineationandCooperation’buildingblock typicallyconsistsof anarrative
descriptionofareasofcooperation.Intheacademicarena,comparativestudiesand
multi-disciplinary researchareuseful for refiningCCI’s focusandexploringareas
ofcooperation.

In thispart,weproposed‘DelineationandCooperation’as theFCCI’sseventh
buildingblock.Inthesubsectiontofollow,wediscusstheCCIbuildingblock,namely
theCCIprocess.

4.8 Building Block 8: CCI Process
TheadditionoftheCCIProcessastheFCCI’seighthandlastbuildingblockcanbe
depictedinFigure10:

4.8.1 Why this Building Block is Needed?
Properlycontextualised,theforegoingbuildingblocksprovideallthe‘parts’necessary
toacademicallyexplainandpracticallyexecuteCCI.Atthisjuncture,theseparts–
and thus theFCCI– are still ‘static’.They lack thedynamism that synergistically
combinesanddrivesthesedifferentpartsasanintegratedprocess.Consequently,the
FCCIproposesaCCIprocessmodelasitslastcomponent.

Figure 10. Building block 8 (process) completing the conceptual framework for cyber counterintelligence (FCCI)
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4.8.2 Some Building Block Contours
Aprocessmodeltypicallyconsistsofagraphicallydepictedandnarrativelyexplained
step-by-stepaction.SeeingthatitspartofIntelligenceandCI,thedesignoftheCCI
processhastoconsiderexistingpropositionsontheIntelligence,CIandCCIprocesses.
Inapreviouscontribution,somesalientexistingpropositionswereevaluatedandfound
nottosufficientlyexplainCCI.Thesepropositions,neither“reflectthedefensiveand
offensivecounterintelligence thrusts”nor are they“granulatedenough to serve…
asanaimingpointforpracticalexecutionorasoundingboardforfurtheracademic
exploration”ofaCCIprocessmodel(Duvenage,vonSolms,&Corregedor,2015).The
saidauthorsproceededwithpresentingthecontoursofaprocessmodelthatconsists
ofaflowdiagramandanarrativedescriptionoftheCCIprocess.Thismodel,albeit
onahighlevel,providesthecontoursofaworkableCCIprocessmodel.

In thissectionwepresentedourFCCIbymeansofprogressiveblock-by-block
construction.Inthenextsection,weconcludewithobservationsonfurtherresearch.

5. CoNCLUSIoN

This article’s aim was to present the approach to, and outlines of, a conceptual
FrameworkforCyberCounterintelligence(FCCI).Inthe‘realworld’ofcybersecurity
practice,CCIisanintricatefield.CCIisdistinctivefrom,yetintertwinedwith,various
other specialisation fields. Its successful execution, therefore, depends on diverse
skillsets.Within thisdiversity and intricacy,we risk losing clarity and focus.The
FCCIweadvancedishopefullyasimplifiednotionalconstructwithsomeexplanatory
power.Althoughnotpossibletoillustratewithintheconfinesofthisarticle,outcomes
ofourFCCI’sapplicationtoseveralmajorandrecentcyberbreachesdoaffirmthis
framework’sacademiccredibilityandpracticalapplicationto‘realworld’incidents.

Beingaconceptualframework,theFCCIisnonethelesssubjecttorefinement.This
refinement requiresconstructivecriticismand further research.While theFCCI is
explicatedinmuchmoredetailinresearchattheUniversityofJohannesburg(Jaquire,
2018; Duvenage, 2019) and positive feedback was received, there is vast, fertile
groundforfurtheracademicexploration.Themesforsuchresearchcouldincludethe
applicationof theFCCI for trainingpurposes. In respectofCCImoregenerally,a
foremostpriorityitemontheresearchagendaoughttobetheinterfaceanddynamics
betweenCCIand information/cyberwarfare.Currently, andwithvery fewnotable
exceptions(e.g.Justiniano,2017),evenoutstandingworksoninformationandcyber
warfaremakescantreferencetoCCIandviceversa.
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